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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

JULIAN PAUL ASSANGE,

Defendant,

• I '

Case No. 17-MJ-611 ^

Filed Under Seal

AFFIDAVIT IN SUPPORT OF A CRIMINAL COMPLAINT AND ARREST WARRANT

1. I, Megan Brown, make this affidavit in support of a criminal complaint charging

the defendant, Julian P. Assange, with violating 18 U.S.C. §371 by conspiring to (1) access a

computer, without authorization and exceeding authorized access, to obtain classified national

defense information in violation of 18 U.S.C. § 1030(a)(1); and (2) access a computer, without

authorization and exceeding authorized access, to obtain information from a department or

agency ofthe United States in furtherance ofa criminal act in violation of 18 U.S.C. §

1030(a)(2), (c)(2)(B)(ii).

2. I am a Special Agent with the Federal Bureau of Investigation (FBI) and have

been so employed since February 2011. Since joining the FBI, I have investigated violations of

federal law involving counterterrorism and counterintelligence matters, and I have gained

experience through training and everyday work related to conducting these types of

investigations. Since February 2017,1 have been assigned to a Counterespionage squad at the

Washington Field Office in Washington, D.C. In this capacity, I investigate matters involving

allegations ofespionage, as well as the unauthorized disclosure of classified information, and

related crimes. As a Special Agent with the FBI, I have received classroom and on-the-job
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training in general law enforcement and also in such specialized areas as counterintelligence,

counterterrorism, and investigation ofespionage-related crimes. I have participated in federal,

multi-jurisdictional, and international investigations involving national security matters,

conducted physical and electronic surveillance, executed search warrants, and debriefed

witnesses and participants to unlawful activity related to these matters. Through my

investigations, I have gained knowledge in the use ofvarious investigative techniques including

the utilization of Rule 41 search warrants, subpoenas, national security letters, physical and

electronic surveillance, trash covers, and other sophisticated investigative techniques. As a

federal agent, I am authorized to investigate violations of the laws of the United States. I have

investigated criminal violations relating to espionage and the unauthorized disclosure of

classified information, including violations related to the illegal possession, distribution, and/or

receipt of classified information, and related crimes, in violation of 18 U.S.C. §§ 793, 794, 1030,

and 1924. I also am authorized to execute warrants issued under the authority of the United

States, and I have participated in arrest warrants and search warrants in my capacity as an FBI

Special Agent.

3. The facts in this Affidavit are based on my personal observations, information

obtained fi*om other agents and witnesses, my training and experience, and my review of records,

reports, articles, and websites. Unless otherwise noted, information provided to me by other law

enforcement personnel does not necessarily reflect my personal observations or investigation, but

rather has been passed to me by individuals with first-hand knowledge. This Affidavit does not

set forth all ofmy knowledge about this matter, but is intended merely to establish probable

cause for the criminal complaint.
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4. As shown below, the conspirators took elaborate measures to conceal their

communications, mask their identities, and destroy any trace of their conduct, using, for

example, encryption and anonymization techniques, and erasing and wiping data. For this

reason, the facts are derived in large part from forensic analysis ofavailable computer data,

remnants, or unalterable systems.

SUMMARY OF PROBABLE CAUSE

5. These charges relate to one of the largest compromises of classified information

in the history of the United States. Between in or around January 2010 and May 2010, Chelsea

Manning,' an intelligence analyst in the U.S. Army, downloaded four, nearly complete and

largely classified databases with approximately 90,000 Afghanistan war-related significant

activity reports, 400,000 Iraq war-related significant activity reports, 800 Guantanamo Bay

detainee assessments, and 250,000 U.S. State Department cables. Manning provided these

records to WikiLeaks, a website founded and led by the defendant, Julian P. Assange. On its

website, WikiLeaks expressly solicited classified information for public dissemination.

WikiLeaks publicly released the vast majority of the classified records on its website in 2010 and

2011. Manning has since been tried and convicted by court-martial for her illegal acts in

transmitting the information to WikiLeaks.

6. The charges in this criminal complaint focus on a specific illegal agreement that

Assange and Manning reached in furtherance of Manning's illegal disclosure of classified

information. As explained below, investigators have recovered Internet "chats" between

' Manning used the name"Bradley E. Manning" at the time of the events at issue in this
Affidavit. According to a statement fi*om Manning's attorney published on or around August 22,
2013, Manning has identified as a female since childhood and was changing her name to
"Chelsea Manning." As a result, I refer to Manning using her current name and the female
gender.
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Assange and Manning from March 2010, The chats reflect that on March 8, 2010, Assange

agreed to assist Manning in cracking a password stored on United States Department of Defense

(DoD) computers connected to the classified Secret Internet Protocol Router Network

(SIPRNet). Manning, who had access to the computers in connection with her duties as an

intelligence analyst, was using the computers to download classified records to transmit to

WikiLeaks.

7. Cracking the password would have allowed Manning to log onto the computers

under a usemame that did not belong to her. Such a deceptive measure would have made it more

difficult for investigators to determine the source of the illegal disclosures. While it remains

unknown whether Manning and Assange were successfiil in cracking the password, a follow-up

message from Assange to Manning on March 10, 2010, reflects that Assange was actively trying

to crack the password pursuant to their agreement.

8. Circumstantial evidence reflects that Assange and Manning intended to crack the

password to facilitate Manning's illegal disclosure ofclassified information. At the time they

formed their illegal password-cracking agreement, Manning had already provided WikiLeaks

with hundreds of thousands of classified records relating to, among other things, the wars in

Afghanistan and Iraq. In the recovered chats surrounding the illegal agreement. Manning and

Assange engaged in real-time discussions regarding Manning's transmission ofclassified records

to Assange. The chats also reflect the two collaborating on the public release of the information

and Assange actively encouraging Manning to provide more information. The chats, moreover,

reflect that Manning actively took steps to try to conceal herself as the source of the leaks. Thus,

the context of the agreement demonstrates that Assange and Manning intended to crack the
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password to facilitate Manning's disclosure ofclassified information of the United States.

I. BACKGROUND OF CO-CONSPIRATORS

A. Defendant Julian P. Assange and WikiLeaks

9. Assange, a citizen ofAustralia, created the website WikiLeaks.org in 2006 to

release on the Internet otherwise unavailable documents. WikiLeaks' website solicited

submissions ofclassified, censored, or otherwise restricted information.^

10. Although associates and volunteers worked for WikiLeaks in various capacities,

WikiLeaks was closely identified with Assange himself. As reported in an article published in

Wired magazine in or around September 2010, Assange stated, "I am the heart and soul of this

organization, its founder, philosopher, spokesperson, original coder, organizer, financier, and all

the rest." As stated by Assange in a January 2010 interview during the 26th Chaos

Communication Congress, WikiLeaks had a fiill-time staff of five and 800 "occasional helpers."

Assange has also stated that he made the final decision as to whether a particular document

submitted to WikiLeaks was legitimate.

11. Assange, who has never possessed a security clearance or need to know, was

prohibited firom receiving classified information of the United States.

B. Co-Conspirator Chelsea Manning

12. Manning, a United States citizen, enlisted in the U.S. Army in October 2007 and

subsequently attended the U.S. Army Intelligence Analyst Course at Fort Huachuca, Arizona.

13. On April 7,2008, Manning signed a Classified Information Nondisclosure

Agreement. In doing so. Manning acknowledged being advised that unauthorized disclosure or

^At some pointbetween September andDecember 2010, WikiLeaks deleted theword
"classified" fi-om a description of the kinds of material it accepted.
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retention or negligent handling ofclassified information could cause damage or irreparable

injury to the United States or could be used to advantage by a foreign nation.

14. On January 22, 2009, Manning was granted a U.S. government security clearance

at the "Top Secret" level and signed a Sensitive Compartmented Information (SCI)

Nondisclosure Statement. In so doing. Manning acknowledged that she would be granted access

to SCI material, which involves or derives from intelligence sources or methods and is classified

or in the process ofbeing classified. She further acknowledged being advised that her

unauthorized disclosure or retention or negligent handling of SCI could cause irreparable injury

to the United States or be used to advantage by a foreign nation, and could constitute a federal

crime.

15. Executive Order No. 13526 and its predecessor orders define the classification

levels assigned to national security and national defense information. Under Executive Order

No. 13526, information may be classified as "Confidential" if its unauthorized disclosure

reasonably could be expected to cause damage to the national security; "Secret" if its

unauthorized disclosure reasonably could be expected to cause serious damage to the national

security; and "Top Secret" if its unauthorized disclosure reasonably could be expected to cause

exceptionally grave damage to the national security.

C. Manning's Access To Classifled Information And Computer Networks In Iraq

16. On or about October 12, 2009, Manning was deployed as a Military Occupational

Specialty ("MOS") 35F - Intelligence Analyst, to Forward Operating Base ("FOB") Hammer in

Iraq.

17. Manning worked as an intelligence analyst in Iraq from October 2009 to May

2010. During that time, she had access to classified national defense information through
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various U.S. Army and DoD computer network systems, including SIPRNet—a. network used for

classified documents and communications at the Confidential and Secret levels, as designated

according to Executive Order No. 13526.

18. Manning had access to multiple classified databases and websites on SIPRNet,

including the following: (1) the Combined Information Data Network Exchange ("CIDNE"), a

set of DoD databases containing classified reports regarding the Afghanistan and Iraq wars,

many ofwhich contained raw intelligence information such as source names and locations; (2) a

U.S. Central Command ("CENTCOM") website, which included reports of investigations of

civilian deaths caused by U.S. forces; (3) an Intellipedia website named "JTF-GTMO Detainee

Assessments," which included documents regarding detainees at the U.S. Naval Base in

Guantanamo Bay, Cuba; (4) Net Centric Diplomacy ("NCD"), a Department of State database

containing classified diplomatic cables; and (5) an Intelink-S search engine, which was a web

portal that provided U.S. intelligence agencies with a single point of service to search for

information across various classified websites on the SIPR network.

19. At FOB Hammer, Manning worked in a Sensitive Compartmented Information

Facility ("SCIF"). Under Executive Order No. 13526, Section 4.1, and Army regulations.

Manning was prohibited firom removing classified information firom the SCIF in which she

worked, fi"om storing the information in her residential quarters, and firom loading the

information onto a personal computer. Further, the act of removing classified media firom a

SCIF and hand carrying that information was permitted only when approved by the appropriate

official.

20. In the SCIF, Manning had access to several SIPRNet computers, two of which she

principally used at different times. In this affidavit, I refer to these two computers as "IPl" and
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"IP2."

21. Manning's use ofthe computers was also governed by the AR-25-2. The AR-25-

2 is an Army regulation that establishes the standards, processes, and procedures for information

assurance practices in the United States Army. It applies to everyone within the Army.

22. In March 2010, the AR-25-2 prohibited certain "activities ... by any authorized

user on a Government provided [information system] or connection." These prohibited activities

included "[a]ttempt[ing] to ... circumvent, or bypass network [information systems] security

mechanisms." The AR-25-2 also prohibited "[s]haring personal accounts and authenticators

(passwords or PINs)."

II. MANNING'S EARLY DISCLOSURES TO WIKILEAKS

23. According to Manning, she began helping WikiLeaks soon after WikiLeaks

publicly released messages from the September 11, 2001 terrorist attacks on November 25, 2009.

24. As the examples in the following two sections demonstrate, Manning transmitted

a large amount of classified information to WikiLeaks prior to March 2010, which was when she

formed the agreement with Assange that is the subject of this complaint.

A. Classified Significant Activity Reports Relating To Iraq And Afghanistan Wars

25. During her court-martial proceedings. Manning has admitted that, prior to March

2010, she provided WikiLeaks with classified significant activity reports from the Iraq and

Afghanistan wars ("Iraq War Reports" and "Afghanistan War Reports," respectively).

26. According to Manning, she downloaded the Iraq War Reports and Afghanistan

War Reports from the relevant CIDNE databases in late December 2009 and early January 2010,

and initially saved the records on a CD-RW that she kept in her SCIF. Manning admitted that

she later took the CD-RW out of the SCIF and copied the data from the CD-RW onto her
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personal laptop. Manning stated that she transferred the data from her laptop to a Secure Digital

("SD") memory card, which she took with her when she went on leave later in January 2010.

27. Investigators later recovered the SD card that Manning used to transport the Iraq

War Reports and Afghanistan War Reports. Forensic analysis of the SD card revealed that it

contained the CIDNE databases for Iraq (391,883 records) and Afghanistan (91,911 records).

The SD card also contained a README.txt file, which contained the following message:

Items of Historical Significance for Two Wars: Iraq and
Afghanistan Significant Activities (SIGACTs) between 0000 on 01
JAN 2004 and 2359 on 31 DEC 2009 (Iraq local time, and
Afghanistan local time) CSV extracts are from the Department of
Defense (DoD) Combined Information and Data Exchange
(CIDNE) Database. It's already been sanitized ofany source
identifying information. You might need to sit on this information,
perhaps 90-180 days, to figure out how best to release such a large
amount of data, and to protect source. This is possibly one of the
more significant documents ofour time, removing the fog ofwar,
and revealing the true nature of 21st century asymmetric warfare.
Have a good day.

28. According to Manning, she uploaded the Iraq War Reports, Afghanistan War

Reports, and README.txt file to the WikiLeaks website on or around February 3, 2010.

29. WikiLeaks publicly released the Iraq War Reports and Afghanistan War Reports

on its website later in 2010. In July 2010, WikiLeaks released approximately 76,000 of the

Afghanistan War Reports. Then, in October 2010, WikiLeaks released approximately 391,832

Iraq War Reports.

30. Manning and WikiLeaks had reason to believe that public disclosure of the

Afghanistan War Reports and Iraq War Reports would cause injury to the United States.

Documents included in the Afghanistan War Reports contained information the disclosure of

which potentially endangered U.S. troops and Afghan civilians, and aided enemies of the United

States. Numerous Secret reports, for example, related to the identity and significance of local
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supporters ofUnited States and Coalition forces in Iraq and Afghanistan.

31. In fact, according to a July 30, 2010 New York Times article entitled "Taliban

Study WikiLeaks to Hunt Informants," after the release ofthe Afghanistan War Reports, a

member of the Taliban contacted the New York Times and stated, "We are studying the report.

We knew about the spies and people who collaborate with U.S. forces. We will investigate

through our own secret service whether the people mentioned are really spies working for the

U.S. If they are U.S. spies, then we will know how to punish them."

32. Moreover, on May 2, 2011, United States government officials raided the

compound of Usama bin Laden in Abbottabad, Pakistan. During the raid, they collected a

number of items ofdigital media, which included, among other things, (1) a letter firom bin

Laden to another member of the terrorist organization al-Qaeda in which bin Laden requested

that the member gather the DoD material posted to WikiLeaks, and (2) a letter from that member

of al-Qaeda to Bin Laden with information from the Afghanistan War Reports released by

WikiLeaks.

33. In addition, some ofthe Afghanistan War Reports included detailed reports of

improvised explosive device ("lED") attacks on United States and Coalition forces in

Afghanistan. The enemy could use these reports to plan future lED attacks because they

described lED techniques, devices, and explosives, and revealed the countermeasures used by

United States and Coalition forces against lED attacks and potential limitations to those

countermeasures,

34. I have reviewed a number of the Afghanistan War Reports and Iraq War Reports

that WikiLeaks released. The reports that I reviewed contained classification markings reflecting

that they were classified as "SECRET." This suggests that the versions of the Afghanistan War
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