

































































98.

99.

100.

101.

INI.B.8. On the eighth question: Would the judgment have consequences on
international agreements concluded by any Member State with a third
country and requiring mass collection of personal data and exchange of
personal data for law enforcement purposes, for instance a bilateral
agreement on PNR?

Similarly to what has just been explained above about Member States' internal laws, the
DRI judgment could also potentially have consequences for international agreements
concluded by a Member State with a third country and requiring mass collection and
exchange of personal data for law enforcement purposes, but only if such an agreement
would implement Union law, within the meaning of Article 51(1) of the Charter.

However, a situation where a Member State concludes a bilateral agreement with a
third country "when they are implementing Union law", would seem to arise in only
quite exceptional circumstances.

The bilateral agreements between Member States and third countries which are
envisaged by this eighth question, for instance a bilateral agreement on PNR,* would
presumably have been concluded in the exercise of the competence of the Member
States.”” As a result, it is to be expected that, when concluding and applying such
agreements, Member States would not normally be "implementing Union law" within
the meaning of Article 51(1) of the Charter. Consequently the Charter would not be
applicable to such agreements and so the DRI judgment would not then have any
particular consequences in this regard. Nevertheless, such bilateral agreements (before
adoption), or the measures taken by Member States to conclude them, as well as the
measures taken to implement them in the national legal order, could be subject to
judicial review by the national courts, according to the mechanisms of judicial redress

applicable in the Member State concerned.

III.B.9. On the ninth question: Is Article 51 of the Charter applicable when the
Member States adopt national measures which restrict the rights and
obligations provided for in Directives 95/46/EC or 2002/58/EC for the
purposes of safeguarding national security (i.e. State security), defence,
public security, and the prevention, investigation, detection and prosecution
of criminal offences (e.g. national law requiring mass collection of personal

data)?

As explained above (see paragraphs 78 and 83 above), Article 51(1) of the Charter,
stating that the Charter applies "[...] to the Member Srates only when they are
implementing Union law", should be interpreted as being applicable, in the light of the
Fransson and Pfleger case-law of the Court of Justice, to national legislation adopted as
exceptions provided for by the Union law.

84

&5

As explained in the reply to the previous question, the use of PNR data is not currently regulated at

Union level in a general manner.
Assuming, in the absence of any evidence to indicate the contrary, that Member States have acted

entirely within their own competences, without encroaching in any way on the Union's competences
under the Treaties.
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102.

103.

104.

IV.

105.

As a result, the Charter is applicable to national measures which restrict the scope of
specific rights and obligations provided for in Directive 95/46 and in the e-Privacy
Directive, where these national measures fall within the scope of these two acts and in
particular, of Article 15(1) of the e-Privacy Directive (as regards processing of data in
the electronic communication sector) and of Article 13(1) of Directive 95/46 (as
regards other areas of processing personal data). The Member States are therefore
allowed to use these derogations only on limited grounds86 and only where necessary.®’

As regards, in particular "national law requiring mass collection of personal data",
Article 15(1) of the e-Privacy Directive expressly mentions, as one of the possible
national restrictive measures, that "Member States may, inter alia, adopt legislative
measures providing for the retention of data for a limited period justified on the

grounds laid down in this paragraph".

It is therefore clear that if certain national legislation falls within the scope of Article
15(1) of the e-Privacy Directive or of Article 13(1) of Directive 95/46, such as, for
example, legislation on data retention measures in the electronic communications
sector, it will have to comply with the Charter, as interpreted in the light of the DRI

judgment.

Conclusions

In the light of the foregoing, the Legal Service has reached the following conclusions:

General considerations

The Court's reasoning in the DRI judgment is based on the provisions of the Charter,
and in particular Articles 7, 8 and 52(1) thereof. Consequently, the Court's reasoning in
this particular case can only apply to other cases also if the Charter is applicable. In the
case of other measures adopted by the EU legislature this will always be the case, but
care must be taken in particular as regards other measures adopted by the Member
States, given that Article 51(1) of the Charter provides that the Charter applies to the

86

According to Article 13(1) of Directive 95/46 these grounds are:

"(a) national security;

(b) defence,

(c¢) public security;

(dj the prevention, investigation, detection and prosecution of criminal offences, or of breaches of ethics
Jfor regulated professions;

(e} an important economic or financial interest of a Member State or of the European Union, including
monetary, budgetary and taxation maiters;

(1) @ monitoring, inspection or regulatory function connected, even occasionally, with the exercise of
official authority in cases referred to in (¢), (d) and (e);

(g) the protection of the duta subject or of the rights and freedoms of others."

The list of grounds justifying the restrictions is similar in Article 15(1) of the e-Privacy Directive. See, as
regards the relation between the two provisions: Case C-275/06, Promusicae, Ibid, paragraphs 49-53.
See, in particular, Case C-473/12, 1P, EU:C:2013:715, paragraph 32: "[..J[Flurthermore, it is also
apparent from the wording of Article 13(1) that the Member States may lay down such measures only
when they are necessary. The requirement that the measures be ‘necessary’ is thus a precondition for the
application of the option granied 1o Member States by Article 13(1), and does not mean that they are
required to adopt the exceptions at issue in all cases where that condition is satisfied.”
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b)

d)

Member States "only when they are implementing Union law". Tt must therefore be
established, as a preliminary consideration, whether or not Member States are

implementing Union law.

The Court has declared that, where interferences with fundamental rights are at issue,
the extent of the EU legislature's discretion may prove to be limited, "depending on a
number of factors", including, in particular, the area concerned, the nature of the right
at issue guaranteed by the Charter, the nature and seriousness of the interference and
the object pursued by the interference. As in the DRI judgment, the EU legislature's
discretion may then prove to be "reduced", in view of the important role played by the
protection of personal data in the light of the fundamental right to respect for private
life and the extent and seriousness of the interference with that right. If so, there will be
a "strict" method of judicial review of that exercise of discretion. In such cases, a very
careful review of the "justification" (including the necessity and proportionality) of any
interference, under Article 52(1) of the Charter, will then be required.

In order to fully respect the principle of proportionality, the EU legislature must ensure
that an interference with fundamental rights is "precisely circumscribed by provisions
fo ensure that it is actually limited to what is strictly necessary". If this is not the case,
then the measure in question may be declared invalid by the Court as being contrary to
the principle of proportionality in the light of Articles 7, 8 and 52(1) of the Charter. In
particular, the EU legislature must provide for "clear and precise rules" to limit the
interference to what is "strictly necessary", notably through the inclusion in the EU

legislative act of "minimum safeguards" and "sufficient guarantees".

The DRI judgment presents a novel aspect in so far as the Court of Justice refers
specifically to a particular body of the case-law of the European Court of Human
Rights on the issue of "general programmes of surveillance". The Court of Justice has
now effectively incorporated the same principles, stemming from this case-law of the
European Court of Human Rights, into EU law in this same field. In view of the fact
that the cited case-law of the European Court of Human Rights itself relates to a diverse
category of surveillance measures (which is not at all limited to data retention issues), it
is to be expected that the Court of Justice will, in future, also apply the same reasoning
when assessing the validity, under the Charter, of other EU legislative acts in this same
field of "general programmes of surveillance."

As regards Union law

The DRI judgment itself concerns only the validity of the data retention Directive. It
does not therefore have any direct consequences for the validity of any other EU act.
Other existing EU acts benefit from a "presumption" of legality and so, formally, any
other EU act will still remain valid, until such time as it is declared invalid following
separate legal proceedings before the Court of Justice. The "presumption” of legality of
EU acts can though be rebutted.

The validity of other EU acts must be assessed on a case-by-case basis, in the light of
the particular circumstances of each case. In particular, the specific wording of the
provisions of each act must be assessed in each case, in view of the particular
objectives of general interest to be attained and the justifications advanced for each

measure.
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2)

h)

i)

k)

D

m)

Other EU acts which also fall into the same category of "gemeral programmes of
surveillance" - as envisaged in the case-law of the European Court of Human Rights -
will be subject to the same "strict" method of judicial review followed by the Court in

the DRI judgment.

All new and pending EU legislative proposals which concern the special context of
"general programmes of surveillance" must clearly now take account of the reasoning
of the Court of Justice in the DRI judgment. Great care must therefore be taken in such

cases to ensure full respect for the Charter.

The same considerations will apply also in the case of international agreements under
negotiation, given that the EU legislature's discretion, in external relations, to conclude
international agreements, under the Treaty and in accordance with the Charter, cannot
be wider than the discretion, in internal matters, to adopt EU legislation applying within

the EU legal order.

As regards Member States' law

The DRI judgment is limited to declaring the invalidity of the data retention Directive,
so it does not directly affect the validity of the national measures adopted to implement
this Directive. Nevertheless it may produce indirect effects on Member States' laws.

Firstly, Member States no longer have any obligation, but an option, to retain data in
the electronic communications sector. They may therefore repeal their national

legislation in this field.

Secondly, if a Member State decides to maintain the rules on data retention, it has to be
examined whether or not such rules are in conformity with the Charter, and fulfil the
requirements set out by the Court of Justice in the DRI judgment, to the extent that
these national rules fall within the scope of application of the Charter, as defined in its

Article 51(1).

Even if, following the DRI judgment, the data retention Directive is no longer
applicable, national measures adopted to implement it now fall within the scope of
Article 15(1) of the e-Privacy Directive and have to fulfil all the requirements laid
down in this provision._As a result, these national rules are implementing Union law,
which entails the applicability of the Charter. In this respect, the DRI judgment could,
in principle, have indirect consequences as regards the national measures, given that the
same general legal considerations based on the Charter could be invoked to challenge

the validity of the national acts too.

Following the DRI judgment, Member States run an even higher risk than before of
having their legislation annulled by the national courts, in a similar way to what has
already happened in a number of Member States.

As regards other national measures requiring mass collection of personal data, storage
and access of the data for law enforcement purposes, in case these measures fall within
the scope of Union law, within the meaning of Article 51(1) of the Charter, national
courts might be called upon to examine the compatibility of these measures with the
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p)

q)

Visa:

fundamental rights' standards set out in the Charter as interpreted in the DRI judgment.
It is possible, in such cases, that the national courts could make a request for a

preliminary ruling to the European Court of Justice.

If, on the other hand, the national measures in question are adopted in areas falling
outside of the scope of Union law, national courts will rather refer to the fundamental
rights' standards resulting from domestic constitutions, as well as from the European
Convention of Human Rights, including the relevant case-law of the European Court of

Human Rights.

A situation where a Member State concludes a bilateral agreement with a third country
"when they are implementing Union law", would seem to arise in only quite exceptional
circumstances. As a result, bilateral agreements concluded by the Member States with
third countries requiring mass collection of personal data and exchange of personal data
for law enforcement purposes would presumably have been concluded in the exercise
of the competence of the Member States. Consequently the Charter would not be
applicable to such agreements and so the DRI judgment would not then have any

particular consequences in this regard.

If certain national legislation falls within the scope of Article 15(1) of the e-Privacy
Directive or of Article 13(1) of Directive 95/46, such as, for example, legislation on
data retention measures in the electronic communications sector, the Charter would be
applicable to it, according to Article 51(1) thereof.

(signed) (signed) (signed)

Antonio CAIOLA Dominique MOORE Anna POSPISILOVA
Head of Unit PADOWSKA

(signed)

Maria José MARTINEZ IGLESIAS
Director

(signed)

Freddy DREXLER
The Jurisconsult

Annex: Request for a legal opinion of 27 October 2014
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Committee on Civil Liberties, Justice and Home Affairs
The Chairman
IPOL-COM-LIBE D (2014) 48473

Mr Freddy Drexler

Jurisconsult 316989 27.10.2014
Legal Service

KAD 06A007

Luxembourg

Data retention Directive 2006/24/EC. Judgment of the Court of 8 April in

Subject:
cases C-293/12 and C-594/12. Consequences of the judgment.

Dear Mr Drexler,

I am addressing to you about the judgment of the Court of 8 April 2014 in joined cases C-
293/12 (Digital Rights Ireland) and C-594/12 (Seitlinger) by which the Court has declared
Directive 2006/24/EC (Data retention Directive) invalid.

The Court ruled the invalidity of the Data retention Directive on the grounds of its serious
interference with the fundamental rights of private life and the protection of personal data
laid down by the Charter (Articles 7 and 8) which was not justified in accordance with
Article 52 of the Charter, namely for breach of principles of necessity (point 65) and

proportionality (point 69).

Moreover the Court has not limited the temporal effect of its judgment; hence the
invalidity takes effect ab initio, i.e. from the date the Directive took effect in 2006.

The Committee on Civil Liberties, Justice and Home Affairs considers that because of the
different legal instruments (in force or under consideration) requiring the bulk collection of
personal data for similar purposes as the Data retention Directive and the manner the Court
has built its judgment, it is likely that effects of the judgment of the Court go beyond the

specific case at the origin of the judgment.

At the LIBE Coordinators meeting of 3 September 2014 it was agreed to requesting the
opinion of the Legal Service of the Parliament as regards the consequences of the above

mentioned ruling.

libe-secretariat@europarl.europa.eu
B-1047 Brussels - Tel. +32 2284 45 43 - Fax +32 2 284 49 41

F-67070 Strasbourg -Tel. +33 388172577 - Fax+333 88 17 90 40 5166 EN



The Committee on Civil Liberties, Justice and Home Affairs therefore requests the opinion
of the Legal Service. It would like to have the Legal Service's opinion on the following

questions:

I. As regards Union Law (in force or under consideration):

1)

2)

3)

What are the consequences of the judgment as regards existing Union law (either
international agreements or secondary law) requiring mass personal data collection
other than traffic data, storage of the data of a very large number of unsuspected
persons and access to and use of such data by law enforcement authorities; e.g. PNR
international agreements, TFTP Agreement, or on legal instruments proposed or to be

proposed, EU PNR or an entry/exit system?

What are the consequences on legislative proposals requiring mass collection of
personal data other than traffic data, storage of the data of a very large number of
unsuspected persons and access to and use of such data by law enforcement

authorities?
What are the consequences on Union's international agreements under negotiation

regarding requiring mass personal data collection other than traffic data, storage of the
data of a very large number of unsuspected persons and access to and use of such data

by law enforcement authorities?

I1. As regards Member States' lJaw

4)

5)

6)

7

8)

Does this judgment produce any effect on Member States' law?

What would be the consequences of Member States' laws enacted to implement the
data retention Directive, declared invalid from the Court as from 20067

What would be the alternatives for the Member States:
- repealing their entire national data retention legislation?

- modifying their national data retention law in order to meet the "proportionality
concerns" raised by the Court?

Would the judgment have consequences on Member States' law requiring mass
collection of personal data, storage and access of the data for law enforcement

purposes, such as, for instance PNR or API legislation?

Would the judgment have consequences on international agreements concluded by any
Member State with a third country and requiring mass collection of personal data and
exchange of personal data for law enforcement purposes, for instance a bilateral

agreement on PNR?



Is Article 51 of the Charter applicable when the Member States adopt national
measures which restrict the rights and obligations provided for in Directives 95/46/EC
or 2002/58/EC for the purposes of safeguarding national security (i.e. State security),
defence, public security, and the prevention, investigation, detection and prosecution
of criminal offences (e.g. national law requiring mass collection of personal data).

9)

I would be grateful if the Legal Service could give the LIBE Committee its opinion in this
regard. I would like to express in advance my gratitude for your cooperation and advice.

Yours sincerely,

- Claude MORAES

Directive 2002/58/EC, Article 15: the Member States "fo adopt legislative measures 10 restrict the scope of
the rights and obligations provided for in these Directives when such restriction constitutes a necessary,
appropriate and proportionate measure within a democratic society to safeguard national security (i.e.
State security), defence, public security, and the prevention, investigation, detection and prosecution of
criminal offences or of unauthorised use of the electronic communication system, as referred to in Article
13(1) of Directive 95/46/EC. To this end, Member States may, inter alia, adopt legisiative measures
providing for the retention of data for a limited period justified on the grounds laid down in this paragraph.
All the measures referred to in this paragraph shall be in accordance with the general principles of
Community law, including those referred to in Article 6(1) and (2) of the Treaty on European Union”. See

also Directive 95/46/EC Article 13.



