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1 OVERVIEW

FinSpyis designed to helphaw Enforcement and Intelligence Agendiegemotely monitor computer
systems and get full access to:

Online CommunicationSkype, MessengergplP, EMail, Browsing and more

>

Internet Activity: Discussion Boards, Blogs, fSlearing and more

> >

Stored DataRemote access to haudisk, deleted files, crypto containers and more

Surveillance Devicedntegrated webcams, microphones and more

>~ >~

Location:Trace computer system and monitor locations

Remo e M g
& Infection Solutions

actical IT Intrusion Portfolio FinSpy

IT Intrusion Training Program
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2.1 FinSpy Agent Installation

To installFinSpy Agent $ovare, run the setup and followhe steps as shown. Click Install and Finish. No
further settings are necessary.

jé‘;—'FinSpyAgentSetup EI =] @

Welcome to the FinSpy Agent Setup
Wizard

The Setup Wizard allows you to change the way FinSpy
Agent features are installed on your computer or to remove
it from your computer. Click Mext to continue or Cancel to
exit the Setup Wizard.

Confirm the license agreement

ﬁ';-‘ FinSpy Agent Setup
End-User License Agreement

Please read the following license agreement carefully

CUSTOMER SOFTWARE LICENCE -

DO NOT MAVIGATE BEYOMND THIS PAGE TO OPEN THE FINFISHER
APPLICATIOMN UNTIL YOU HAVE COMNFIRMED AS IMNDICATED BELOW
THAT HAVE READ AND ACCEPTED ALL THE TERMS OF THIS LICEMNCE
(WHICH ARE AVAILAELE WITH THE LINK BELOW) AND WISH TO
BECOME THE LICEMSEE OF THE SOFTWARE. ACCEPTANCE SHALL BIND
YOU AND ALL OF YOUR EMPLOYEES TO THE TERMS OF THE LICEMNCE.
YOUR OPEMING OF THIS APPLICATION WILL BE DEEMED TO BE YOUR
ACCEPTANCE OF THE FOLLOWING TERMS.

11 accept the terms in the License Agreement!

Brint | | Back H Mext l | Cancel

orized use by police, intelligence, security, and other government agences




FinSpy / User Manual

al

Insert the destination folder for the installation.

fﬁj FinSpy Agent Setup o] @ @
Destination Folder T N, 7
Click Next to install to the default folder or dick Change to chogsl ‘

Install FinSpy Agent to:

IC :\Program Files\FinSpyAgent\

[ Change...
Back ” Next | [ Cancel |

‘E!FiHSpyAgentSetup EI El @

Completed the FinSpy Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

m
g
m

ice, intelligence, securt
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2.1.1 FinSpy Agent Additional Software

To operate a computer as a FinSpy Adbatfollowing preparations must be done

2.1.1.1 Microsoft .NET Framework

The Microsoft .NET Framework is a software framework that can be installed on computers running
Microsoft Windows operating systemi$is necessaryothave the .NET Framework 35 SPinstalled
to run the FinSpy Agent software.

The framework can be downloaded and installed from:

http://msdn.microsoft.com/enus/netframework/default.aspx

2.1.1.2 OGG Theora Codec
Theora is a free and open video compressiomiat:. It must be installed to play Audio and Video.

The codec can be downloaded and installed from:

http:/www.xiph.org/dshow/

$4 the xiph open source community XIPH.ORG VORBIS THEORA ICECAST SPEEX CELT FLAC XSFF

2 xiph.org

Home
News
Downloads

Contact

History
Bugs

Support us

PayPal

Donate

The aim of this project is to provide the most complete implementation of the Xiph.org codecs for Windows and
DirectShow. This includes decoders and encoders for all the Xiph.org formats as well as Annodex. It is released
under a BSD license, so they can be used by both open-source and commercial applications.

WebM support is based on versioned snapshots from WebM Project.

19 December, 2010
Updates VP8, Theora, and, Vorbis codecs. ActiveX video player gains "controls” attribute support. Various bugfixes.

Fore more information see the News page.

* Windows 32/64-bit Installer: opencodecs 0.85.17766.exe 2,53MB
. . -y SIS tan S 30KB

For more information see the Downloads page.

Just follow the instructions of the installation steps. tNdher changes need to be done. All Audio and
Video can now belayed within Windows Media Player.
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2.1.1.3 Disable AutoPlay

AutoPlay feature enable Windows to pop up the default options =~ & AutePlay = -
when a removable drives like USB flash drive or CD ROM is insertt 3 Removable Disk (G)
|

AutoPlay feature is, by default, disabled in Windows 7 due to securi| —Ateysdothisforpicures
reasons. To check if Autorun is disabled on the installation follow tf| <™
steps.

[ +2j Import pictures and videos
e.’:ll using Windows

General options

Open folder to view files
using Windows Explorer

To disable Autorun: {’_} .
L2 it

1. Go toControl PanelHardware and SoundAutoPlay. B mcdwmronien

View more AutoPlay options in Control Panel

2. UncheclkUse AutoPlay for all media and devices

3. ClickSave.

@uvh.& <« Hardware and Sound » AutoPlay R4 | $,| | Search Control Panel o
what happens insert each type of media or device L7]
Use AutoPlay for all media and devices
Media
'@ Audio CD | Choose a default Y|
¥ Enhanced audio CD Choose a default - |
B DVD movie | Choose a default v| E
' Enhanced DVD movie Choose a default v|
[l Software and games |'3§3' Ask me every time - |
=] Pictures | Choose a default v|
| Video files | Choose a default v|
4] Audio files Choose a default - |
% Blank CD Choose a default - |
% Blank DVD Choose a default - |
° Blank BD | Choose a default Y|
&) Mixed content Choaose a default v|

Save ]| Cancel |
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2.1.1.4 Microsoft Office

To be able to use thEinSpy Agent Office Document infection it is mandatory to change the Trust Center
settings within Microsoft Word 2003 or 2007.

' FGSNI Ot AO01Ay3d 2y GKS wAooz2y 2F 62NR GKSNB A
dialog. Ontheleftsidéli G KS 2LIiA2Yy G¢NHza G / SYGSNE ouO Yy
gAft 2LSyd hy daal ONR aSaGdaidAy3a¢d onoO | yR a&¢ NHz
checked! If not, FinSpy Agent will not be able to infect Microsoft Word Y diocuments.

=N i s Word Options o ==

<y
Popular

j New Recent Documents P Q Help keep your documents safe and your computer secure and healthy.
Display

2 open Froofing Protecting your privacy
Save Microsoft cares about your privacy. For more informatian about how Micrasoft Office Word helps to pratect your privacy,
please see the privacy statements,
Save
= Advanced . - "
Show the Microsoft Office Word privacy statement
] Customize Microsoft Office Online privacy statement
SaveAs

1 Customer Experience 1t Program
Add-Ins

L = Print » l,.. Trust Center Security & more

— ]l

Resources 2 Learn mare about protecting your privacy and security from Microsoft Office Online,

2

| Prepare b Microsoft Trustwarthy Computing

0 Microsoft Office Word Trust Center
Hd Send  »

The Trust Center contains security and privacy settings. These settings help keep your computer,

Publish  » secure. We recommend that you do not change these settings.
ublis|

1

2] Word Options Exit Word

™

o
| Close

Trust Center

Trusted Publish
rusted Publishers Macro Settings

Trusted Locations ) )
For macros in documents nat in a trusted location:

Add-ins Disable all macros without notification

@ Disable all macros with notification OK Cancel

Disable all macros except digitally signed macros

ActiveX Settings

Macro Settings Enable all macros (not recommended; potentially dangerous code can run)

-9
FAY

Message Bar

Developer Macro Setfi
Privacy Options
V] Trust access to the VBA project object model 5

orzed use by police, intelligence, security, and ¢
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2.2 FinSpy Agent UserManual

2.2.1 Quick Start and Overview

This chapter describes the handling and layout of FinSpy Agent user intdrfestart _
the FinSpy Agent there will be an icon on the Desktop which needs to be clicked and Q

which will sart the main interface. )
FinSpy Agent

@ FinSpy Agent

__4

FINSPY

B Torget i FINSPY
M Data Analysis /

I | Jser Authentication

Target List
7777 ==

? Connection Options
Hostnamel ]Por‘t[:

. Username and password
2. Address and port of FinSpy Master to which the FinSpy Agent connects

This data will beemembered after the first successful login

3. Logoff from the FinSpy Master
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After a successful login the main interface wjlen It shows themaininterfaceof the FinSpy Agent

@ FinSpy Agent

_4A

FINSPY

FinSpy Target
M Target List

M Dt Analysis

M Create Target

Administration

M Configuration

Help
M About
M Online Help

I Logoff (alex)
FinSpy Agent Version 230

r=EEs)

""" Target List| = X

Name ¥ M [T Computer User Country City | Global P 05 Details [Version | Install Mode
Oniine
F5-2.30 % ALEX TARGET SYSTEM = United Arab Em  Dubai 04.200.250.24 & Windows XP Service Pack3 230 Kemnel Mode
Q, Analyse Data % Live Session  [7] Download Schedule M. Remove Infection

7} Download Now <5 Configuration {4 Alert Settings CUpnate
W3 Euidence Protection () Disconnect
Lambada * TAINA-PC Taina 5 Malaysia Petaling Jaya 1751444873 4" Windows Vista Service Pack1 220 User Mods
Mexl © wseaTes sysTEM  'EMexico Mexico 814252221 4" WindowsXP ServicePack3 220 KemelMode
toshiba NB10O (demo MUC) %+ LH-EEERC SYSTEM  LAN 192168051 4% WindowsXP ServicePack3 230 MBR
Offline
- Ws83Tss SYSTEM ™ Germany Hanover 212617586 4 WindowsXPService Pack3 220 User Mode

Baka HQ % © ACER-36D0EDGICF SYSTEM [ ENigeria Lagos 1964624521 4 WindowsXP ServicePack3 220 Kemel Mode
demo %+ IKTRZSGHS020C2M Public ™ Indonesia Jakarta 202771182 & WindowsXP Service Pack2 215 User Mode
egy-test3 > JOHN_SMITH SYSTEM ™ Germany Leipzig 195168012 4" WindowsXP Service Pack3 217 UserMode
ELEPHANT © Wsg3Tes SYSTEM  =f3 United Kingdom  Saint Albans 922203122 & WindowsXP Service Pack3 220 Kemel Mode
Pretoria Test 2 O YOUR-GA27BCAZ4F SYSTEM EiSouth Africa Pretoria 411948196 4% WindowsXPSemvice Pack3 215 UserMode
testindo FRONTDESK SYSTEM  Indonesia 118996511 4% Windows Vista Service Pack2 220 Kemel Mode
Toshiba NE 100 J o LH-MIN SYSTEM = Malaysia Petaling Jaya 1751444873 4 WindowsXP ServicePack3 220 Kemel Mode
Toshiba NE 100 O wss37s5 SYSTEM = Malaysia 175137114131 & Windows XP Service Pack3 220 User Mode
Trial KL ws-5)-2 SYSTEM £ Malaysia Kusla Lumpur 6054172130 4" Windows Vista Service Pack1 220 User Mode
Trojan . Wsg3Tes nfa StiUnited Kingdom Morston In Marsh 849281241 & Windows XP Service Pack3 220 User Mode

Name

Description

Data Analysis

Monitors and analyzes data of a selected FinSpy Target or all FinSpy .Targets

Create Target

It will open a wizard which guides easily through the creation of a FinSpy Targg

Configuration

Basic Settings for the FinSpy Agent and FinSpy Master can be defined.

Show Lodfiles

Gives the possibility of viewing the FinSpy Master system logfiles.

Agent List

Information about FinSpy users, their user rights, logins and current connectiof

License Information

Displays information regarding the license.

About

Shows tha=inSpy Agent version and software agreement.

Online Help

Connects to onlindelp on the Gamma Group homepage via internet.
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2.2.2 Target List

TheTarget Listontains all actions to manage data and FinSpy Infection of a FinSpy Target. All FinSpy
Targets are listed in two tables under the following categories:

The following informatiorof infected FinSpy Targets is available:

Name Description

Name Name of FinSpy Installer Package (changeable after FinSpy Infection)

M (Data on Master) | New downloaded data available on FinSpy Master

T (Data on Target) | New data available on FinSpy Tar(gkita is ready to download)

uiD FinSpy Target Unique Identifier

Computer System Name of Target System

User Username under which the FinSpy Infection operates

Country Country in which the FinSpy Target is located (detected by public IP)
City Citywhere the FinSpy Target is located (detected by public IP)

Global IP Public IP address of the FinSpy Target

ty, and other government agences








































































































































































































































































































































