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1 OVERVIEW

FinSpyis designed to helphaw Enforcement and Intelligence Agendiegemotely monitor computer
systems and get full access to:

Online CommunicationSkype, MessengergplP, EMail, Browsing and more

>

Internet Activity: Discussion Boards, Blogs, fSlearing and more

> >

Stored DataRemote access to haudisk, deleted files, crypto containers and more

Surveillance Devicedntegrated webcams, microphones and more

>~ >~

Location:Trace computer system and monitor locations

Remo e M g
& Infection Solutions

actical IT Intrusion Portfolio FinSpy

IT Intrusion Training Program
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2.1 FinSpy Agent Installation

To installFinSpy Agent $ovare, run the setup and followhe steps as shown. Click Install and Finish. No
further settings are necessary.

jé‘;—'FinSpyAgentSetup EI =] @

Welcome to the FinSpy Agent Setup
Wizard

The Setup Wizard allows you to change the way FinSpy
Agent features are installed on your computer or to remove
it from your computer. Click Mext to continue or Cancel to
exit the Setup Wizard.

Confirm the license agreement

ﬁ';-‘ FinSpy Agent Setup
End-User License Agreement

Please read the following license agreement carefully

CUSTOMER SOFTWARE LICENCE -

DO NOT MAVIGATE BEYOMND THIS PAGE TO OPEN THE FINFISHER
APPLICATIOMN UNTIL YOU HAVE COMNFIRMED AS IMNDICATED BELOW
THAT HAVE READ AND ACCEPTED ALL THE TERMS OF THIS LICEMNCE
(WHICH ARE AVAILAELE WITH THE LINK BELOW) AND WISH TO
BECOME THE LICEMSEE OF THE SOFTWARE. ACCEPTANCE SHALL BIND
YOU AND ALL OF YOUR EMPLOYEES TO THE TERMS OF THE LICEMNCE.
YOUR OPEMING OF THIS APPLICATION WILL BE DEEMED TO BE YOUR
ACCEPTANCE OF THE FOLLOWING TERMS.

11 accept the terms in the License Agreement!

Brint | | Back H Mext l | Cancel

orized use by police, intelligence, security, and other government agences
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Insert the destination folder for the installation.

fﬁj FinSpy Agent Setup o] @ @
Destination Folder T N, 7
Click Next to install to the default folder or dick Change to chogsl ‘

Install FinSpy Agent to:

IC :\Program Files\FinSpyAgent\

[ Change...
Back ” Next | [ Cancel |

‘E!FiHSpyAgentSetup EI El @

Completed the FinSpy Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

m
g
m

ice, intelligence, securt
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2.1.1 FinSpy Agent Additional Software

To operate a computer as a FinSpy Adbatfollowing preparations must be done

2.1.1.1 Microsoft .NET Framework

The Microsoft .NET Framework is a software framework that can be installed on computers running
Microsoft Windows operating systemi$is necessaryothave the .NET Framework 35 SPinstalled
to run the FinSpy Agent software.

The framework can be downloaded and installed from:

http://msdn.microsoft.com/enus/netframework/default.aspx

2.1.1.2 OGG Theora Codec
Theora is a free and open video compressiomiat:. It must be installed to play Audio and Video.

The codec can be downloaded and installed from:

http:/www.xiph.org/dshow/

$4 the xiph open source community XIPH.ORG VORBIS THEORA ICECAST SPEEX CELT FLAC XSFF

2 xiph.org

Home
News
Downloads

Contact

History
Bugs

Support us

PayPal

Donate

The aim of this project is to provide the most complete implementation of the Xiph.org codecs for Windows and
DirectShow. This includes decoders and encoders for all the Xiph.org formats as well as Annodex. It is released
under a BSD license, so they can be used by both open-source and commercial applications.

WebM support is based on versioned snapshots from WebM Project.

19 December, 2010
Updates VP8, Theora, and, Vorbis codecs. ActiveX video player gains "controls” attribute support. Various bugfixes.

Fore more information see the News page.

* Windows 32/64-bit Installer: opencodecs 0.85.17766.exe 2,53MB
. . -y SIS tan S 30KB

For more information see the Downloads page.

Just follow the instructions of the installation steps. tNdher changes need to be done. All Audio and
Video can now belayed within Windows Media Player.
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2.1.1.3 Disable AutoPlay
AutoPlay feature enable Windows to pop up the default options

when a removable drives like USB flash drive or CD ROM is inserted.

AutoPlay feature is, by default, disabled in Windows 7 due to security
reasons. To check if Autorun is disabled on the installation follow the
steps.

To disable Autorun:
1. Go toControl PanelHardware and SoundAutoPlay.

2. UncheclkUse AutoPlay for all media and devices

3. ClickSave.

13
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