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1 OVERVIEW 
 

FinSpy is designed to help Law Enforcement and Intelligence Agencies to remotely monitor computer 

systems and get full access to: 

 

Á Online Communication: Skype, Messengers, VoIP, E-Mail, Browsing and more 

Á Internet Activity: Discussion Boards, Blogs, File-Sharing and more 

Á Stored Data: Remote access to hard-disk, deleted files, crypto containers and more 

Á Surveillance Devices: Integrated webcams, microphones and more 

Á Location: Trace computer system and monitor locations 
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2.1 FinSpy Agent ς Installation 

To install FinSpy Agent software, run the setup and follow the steps as shown. Click Install and Finish. No 

further settings are necessary. 

 

Confirm the license agreement. 
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Insert the destination folder for the installation. 
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2.1.1 FinSpy Agent ς Additional Software 

To operate a computer as a FinSpy Agent the following preparations must be done. 

2.1.1.1 Microsoft .NET Framework 

The Microsoft .NET Framework is a software framework that can be installed on computers running 

Microsoft Windows operating systems. It is necessary to have the .NET Framework >= 3.5 SP1 installed 

to run the FinSpy Agent software. 

The framework can be downloaded and installed from:  

http://msdn.microsoft.com/en-us/netframework/default.aspx 

2.1.1.2 OGG Theora Codec 

Theora is a free and open video compression format. It must be installed to play Audio and Video. 

The codec can be downloaded and installed from: 

http://www.xiph.org/dshow/ 

 

Just follow the instructions of the installation steps. No further changes need to be done. All Audio and 

Video can now be played within Windows Media Player. 
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2.1.1.3 Disable AutoPlay 

AutoPlay feature enable Windows to pop up the default options 

when a removable drives like USB flash drive or CD ROM is inserted.  

AutoPlay feature is, by default, disabled in Windows 7 due to security 

reasons. To check if Autorun is disabled on the installation follow the 

steps. 

To disable Autorun: 

1. Go to Control Panel\ Hardware and Sound\ AutoPlay. 

2. Uncheck Use AutoPlay for all media and devices  

3. Click Save. 
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2.1.1.4 Microsoft Office 

To be able to use the FinSpy Agent Office Document infection it is mandatory to change the Trust Center 

settings within Microsoft Word 2003 or 2007. 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ wƛōōƻƴ ƻŦ ǿƻǊŘ ǘƘŜǊŜ ƛǎ ά²ƻǊŘ hǇǘƛƻƴǎέ όмύ ƛƴ ōŜƭƻǿ ŎƻǊƴŜǊ ǿƘƛŎƘ ǿƛƭƭ ƻǇŜƴ ŀ ƴŜǿ 

dialog. On the left side iǎ ǘƘŜ ƻǇǘƛƻƴ ά¢Ǌǳǎǘ /ŜƴǘŜǊέ όнύ ŀƴŘ ά¢Ǌǳǎǘ /ŜƴǘŜǊ {ŜǘǘƛƴƎǎέ όоύΦ !ƎŀƛƴΣ ŀ ŘƛŀƭƻƎ 

ǿƛƭƭ ƻǇŜƴΦ hƴ άaŀŎǊƻ ǎŜǘǘƛƴƎǎέ όпύ ŀƴŘ ά¢Ǌǳǎǘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ±.! ǇǊƻƧŜŎǘ ƻōƧŜŎǘ ƳƻŘŜƭέ όрύ Ƴǳǎǘ ōŜ 

checked! If not, FinSpy Agent will not be able to infect Microsoft Word (.doc) documents. 
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2.2 FinSpy Agent ς User Manual 

 

2.2.1 Quick Start and Overview 

This chapter describes the handling and layout of FinSpy Agent user interface. To start 

the FinSpy Agent there will be an icon on the Desktop which needs to be clicked and 

which will start the main interface. 

 

 

1. Username and password 

2. Address and port of FinSpy Master to which the FinSpy Agent connects 

This data will be remembered after the first successful login 

3. Logoff from the FinSpy Master 
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After a successful login the main interface will open. It shows the main interface of the FinSpy Agent.  

 

Name Description 

Data Analysis Monitors and analyzes data of a selected FinSpy Target or all FinSpy Targets. 

Create Target It will open a wizard which guides easily through the creation of a FinSpy Target.  

Configuration Basic Settings for the FinSpy Agent and FinSpy Master can be defined. 

Show Logfiles Gives the possibility of viewing the FinSpy Master system logfiles. 

Agent List Information about FinSpy users, their user rights, logins and current connections. 

License Information Displays information regarding the license.  

About Shows the FinSpy Agent version and software agreement. 

Online Help Connects to online help on the Gamma Group homepage via internet. 
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2.2.2 Target List 

The Target List contains all actions to manage data and FinSpy Infection of a FinSpy Target. All FinSpy 

Targets are listed in two tables under the following categories: 

 

The following information of infected FinSpy Targets is available: 

Name Description 

Name Name of FinSpy Installer Package (changeable after FinSpy Infection) 

M (Data on Master) New downloaded data available on FinSpy Master 

T (Data on Target) New data available on FinSpy Target (data is ready to download) 

UID FinSpy Target Unique Identifier  

Computer System Name of Target System 

User Username under which the FinSpy Infection operates 

Country Country in which the FinSpy Target is located (detected by public IP) 

City City where the FinSpy Target is located (detected by public IP) 

Global IP Public IP address of the FinSpy Target 


























































































































































































































