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This document has been prepared for the European Commission. It reflects the views anly of the
authors, and the Commission cannot be held responsible for any use which may be made of the
infarmation contained therein.
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Executive Summary

Objectives of the Study

The aim of this assignment was to inform EU decision-rmaking on the possible ways of improving the
exchange of information between Member States on travelling violent offenders (TWO) in connection
with major events, including large public gatherings and sporting events. The assignment:

n Analysed and provided an overview of the types of events which have been subject to unlawful
disruption by TVO crossing national frontiers;

n  Analysed the law enforcement authorities' needs in relation to infarmation an T%O in connection
with major events, particularly regarding content on the subjects, format and time;

n  Analysed the different sources of information on TWO at national and EU level,

n  Provided a detailed analysis and description of how information exchange on TWO has occurred
across the EU, particularly through the analysis of major events;

n Provided a detailed identification and analysis of the reasons for unsatisfactory exchange of
information related to TWO;

n Analysed ways of providing a definition of the term T%0O at EU level and proposed at least three
definitions;

m  Examined, described and evaluated different non-IT based options in order to improve the
exchange of information on TVO, and

s Examined, described and evaluated IT based solutions in order to improve the exchange of
infarmation on T%0O.

Evidence base for the Report

The Repaort includes information gathered through desk research, stakeholder consultations
(guestionnaire exercise and case studies) as well as drawing on the discussions held with external
experts and national autharities during expert meetings and panels organised.

Key concepts used

This Study examinesthe phenomenon of TWO. Though there is currently a lack of an agreed definition
for T, the concept has been used throughout the Study in accordance with the Terms of Reference
and taking into account the key concepts and functional definitions used in the Member States.

TWQ are, in this study, understood guite broadly and different types of events and offences are
included in the interpretation. The situations include sport, recreational, paolitical and enwiranmental
events while attacks with high impacts have not been included. Conceming the type of TVO-related
offences, offences ranging from violent disruption of public order and racistxenophobic attacks have
been included while minor civil disohedience actions and petty crimes and terrarism have been
discarded from the understanding of TVO.

Problem assessment

The figure below presents the Study's approach to the problem definition. The problem tree shows the
causal links between the issues identified throughout the study including the drivers, the general and
specific prablems, as well as the resulting conseguences,
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Figure 1.1  Problem tree
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Policy objectives

Ohjectives were defined at two different levels: general objectives: setting out broader goals; and
specific objectives: setting out what the intervention is meant to achieve. The specific policy
objectives provided some of the cnteria for assessing the Policy Options.

General objectives Specific objectives

Toimprove the information available on TV O across the EU

To imprave the rmanagement of public events

and to prevent vlolent hehaviours during these To render the exchange of information on ™0 mare effective

avents by TVO To reduce gaps in legislative approaches for dealing with the
T phenomenon across the EL

Policy options

On the basis of the problem assessment, three packages of options were identified in addition to the
status quo. Each of the package aims to address the problems identified by proposing different
alternatives (ranging from "minimalist” to "maximalist” solutions).

Package 0. S2atus Quo

Mo changes to the current situation
Packaqe 1. Defining TV

1.1 Intraducing a new definition of TV O in existing handhooks and legislation
111 Introducing a categary of VO in the existing handbooks
1.1.2 Introduction of definition of TV Q in existing legislation

1.2 Introduction of a common definition of TVO in new legislative instrument

Packaqe 2. Gathering information o TV and on public event s inclueding TVO

2.1 Improving the information available on TWO and events
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2.2 Impasing an akligation to record and "classify" TV O
2.3 Estahlishing a TV O database in each Member State

Packaqe 3. Bchanging information on TV0 and coop eration betweer relevant actors

3.1 Strengthening guidance and evaluation

3.2 Estahlishing a network of national contact points for the exchange of information on TYO in the Member
States

3.2.1 Extending the scope of MFIPs
3.2.2 Creating a new netwoark;

3.3 Making use of 3 specific information exchange mechanism
3.3.1 Emphasize the use of existing alerts in 515 1
3.3.2 Introduction of a new type of alert for sharing information on TV O within 515
3.3.3 Use existing Eurapal platfarms and Interpal notices
3.3.4 Establishment of a new mechanizm for the exchange of information on TWO

3.4 Intraduction of & European Banning Order

The preferred Policy Option

Following on fram the assessment of each Policy Option, Figure 1.2 provides an overview of the
manner in which the Policy Options could be accumulated in order  to improve
cooperationfcoordination and exchange of information on TVO, resulting in better identification of TVO
and better prevention and management of the T%0O phenomenaon.

Agure 1.2 Overview of preferred Policy Option

TV Detiniticn (introducinga
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prienrenu

Based on the assessment of the individual Policy Options and their comparison, Policy Options from
each package could be identified as preferred. They were the following:
s Package1.  Policy Option 1.1.7: Introducing a category of TV0 in existing handbooks;
» Package?: Policy Option 2.1: Improving the information available on T%0D and events;
n Package3.  Policy Option 3.1: Strengthening guidance and evaluation,
Policy Option 3.2 2: Creation of a new networl;
Policy Option 3.3.1: Emphasise the use of existing alerts in SIS 11,
Policy Option 3.3.3: Using existing Interpol notice s.

12092/13
ANNEX DG D 2C LIMITE



Study on possible waus boimprove the exchange of information on travelling |
wicle nt affe nde s including those attending sporting events orlarge public ICF | G | H K

gatherings - Final Report T b DR

Analysis of subsidiarity and proportionality and EU right to act

The TWO phenomenon is expected to increase in the future as it is envisaged that new types of events
might accur, such as recreational events inspired by social media. These events represent a cost to
society, expressed in high costs incurred by the law enforcement authorities, the judiciary and direct
costs to citizens who have been victims of violent acts.

Considering the evidence gathered on the problems encountered in the current situation, it has been
shown that they are at present not dealt with in a satisfactory manner by the Member States. The
analysis has shown that, whilst some Member States are more active and more successful in
cooperating with other Member States and proactive in using existing tools and channels, ultimately
they suffer from the low level of cooperation of others. Therefore, common action at the EU level
would be more effective in salving the problems identified compared to action by individual {or a group
of) Member States.

It is however important to consider the proportionality of any EL action. First, some of the problems
linked to T%O seem fairly limited. Mareover, the T%0D phenamenon is not equally "distributed” across
the EU as some Member States hardly ewer deal with T%0. Therefore, EUJ action might be
disproportionate in those Member States experiencing low levels of violence linked to TVO. Finally,
any ELl action in this field should be assessed against the possible negative effect of creating yet
another structure/bodwichannel for the exchange of information between national authorities in the
home affairs area. Concerning the EU right to act, possible EU action in this field is supported by
several important policy documents at EU level and, maore specifically, embedded in the Treaty on the
Functioning of the European Union (TFEW). The Stockhalm Programme called on the Cammission to
"examine how best to promote that Member States' competent authortties can exchange information
on travelling violent affenders including those attending sporting events or large public gatherings”.
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1 Introduction

This Final Report presents the results of the Study on possible ways to improve the
exchange of information on travelling violent offenders, hereafter TW0O, including those
attending sporting events or large public gatherings, an assignment carried out by ICF GHK
on behalf of DG Home Affairs.

In particular, the main purposes of this report are to:

n  Present the problem assessment;

m  Present a baseline scenario;

s Present the objectives that aim to address the problems in the current situation;

n  Present the different packages and alternative Policy Options concerning future EU
action;

n  Present detailed assessments of the Policy Options,
»  Compare the assessments of the Policy Options; and

s Provide considerations on the preferred Policy Option.

11 Rationale for undertaking the study

Over the past years, violent disorder has erupted at several large-scale international events
such asthe G8 summit in [taly, the MATO surmmit in France/Germany and the G20 summit in
the United Kingdom. “iolent disorder has also occurred at international sporting events held
within the EL Member States.

Individuals often take part in wiolent disorder in other EU Member States than their own.
These events pose great challenges for security services and law enforcement authorities,
with the cross-border element highlighting the need to ensure close cooperation between
European authorities when identifying, and preventing, the violent disorder occurring at these
events.

Discussions have taken place regarding whether the information exchange could be
irmproved due to difficulties encountered by law enforcerment authorities responsible for such
events. These include problems receiving the necessary information regarding the number,
travel routes and times of potential offenders coming from abroad, which hinders the efficient
and effective preparation of the police operations and preventive measures accurring prior to
such events. The lack of a common definition relating to TVO, as well as the different
legislative and procedural measures used to combat this phenomenon have also been
identified as obstacles to effective cooperation and prevention of this increasing cross-border
phenormenan,

1.2 Ohjectives of the Study

The aim of this assignment is to inform EU decision-making on the possible ways of
improving the exchange of information between Member States on TWO in connection with
major ewents, including large public gatherings and sporting events. The possibilities to
improve the exchange of information between Member States willinclude the use of Europal.

In order to identify ways in which information exchange can be improved, the assignment will
undertake the following, as autlined in the Terms of Reference:

= Analyse and provide an overview of the types of events which have been subject to
unlawful disruption by T%0O crossing national frontiers;

= Analyse ways of providing a definition of the term T%O at EU level and to propose at
least three definitions;

= Analyse the law enforcement authorities' needs in relation to information on TVO in
connection with major events, particularly regarding content on the subjects, format,
tirne;

12092/13 9
ANNEX DG D 2C LIMITE EN



Study on possible waus boimprove the exchange of information on travelling |
wicle nt affe nde s including those attending sporting events orlarge public ICF | G | H K

gatherings - Final Report T b DR

Analyse the different sources for information on T at national and EU level, taking into
account passenger name records availability,

Provide a detailed analysis and description of how infarmation exchange on TV has
occurred in all 27 Member States and by Europol and Interpal, particularly through the
analysis of at least 5 major events;

Map the law enforcernent needs with information exchange in the past and identify
problems in infarmation exchange with regard to T%0D in connection with major events;
Prowvide a detailed identification and analysis of the reasons for unsatisfactory exchange
of information related to TVO:;

Examine, describe and evaluate different (non-1T) options in order to improve the
exchange of information on T%0O particularly in relation to the needs of law enforcerment
autharities and the identified reasons for an unsatisfactory information exchange; and
Examine, describe and evaluate options on how IT based solutions could improve the
exchange of information on TVO in a supplementary manner.

The wark at Europol, Interpol and ather relevant Agencies was also taken into account.

The Study provided the Commission with necessary information, including the identification
and elaboration of:

{a) Meeds regarding information exchange;

b} Problems to be addressed,

c) Objectives to be achieved,

d

B

Different options, and

13

131

1.3.2

(
(
(
(

Expected results and impacts of these options.

Method

The information presented in this Report was mainly collected through:

Desk research;

Interviews;

Case studies;

Commission Experts’ meeting; and

Expert panel.

These are further described below.

Desk research

Relevant documents have been identified and analysed. The documents included:

Palicy documentation;,
Legislative documentation;
Academic and grey literature on the topic; and

Statistical evidence (where available).

Interviews

Quectionnaires were disseminated to 27 Member States and Croatia, with responses
receied from almast all Member States.

Consultations were undertaken with representatives from Interpol and Europol. Interviews
were held with the relevant representatives from the European Commission dealing with the
Schengen Information System. Questionnaire responses were also received from UEFA and
FIFA representatives,
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1.3.3

134

135

14

15

Case studies

Six case studies were organised in the following countries: Italy, Germany, France, UK
Denrmark and Paland.

Participation at Commission Bxperts’ meeting to validate the recommendations

The meeting was held on B July 2012 ICF GHK actively participated in the arganisation,
preparation and facilitation of the meeting. ICF GHK prepared a background document and
presentations as well as a report, following the meeting, summarising the discussions
amongst the participants.

Organisation of an expert panel

An expert panelwas held on 26 September 2012 with three external experts. The aim of the
expert panel was to discuss the Policy Options identified. More specifically, discussions
during the panel focussed on the possible impacts of the Policy Options on:

s The policy objectives (i.e. how the options are expected to impact on the problems
identified);

s Fundamental rights, especially the protection of personal data, non-discrimination,
freedom of movemnent, right to an effective remedy and fair trial. When the Policy Options
present a potential breach of these rights, mitigating measures should be also discussed,
and

s The main stakeholders responsible for the exchange of information on TWO in the
Member States and at EU level.

Discussions also focussed on the following:
n |dentification of strengths and weaknesses of each option;

n |dentification of the main risks associated with the implementation of the option (i.e.
factors, which might lead to the failure of the options);

n |dentification of the main legal impacts an Member States and at national level); and

s ldentification of a preferred Policy Option(s).

Evidence base for the Report

The Report includes information received to date through desk research, stakeholder
consultations (questionnaire exercise and case studies) as well as discussions with external
experts. However, the information presented does not cover the 27 Member States (and
Croatia) asresponses have not been received from all national authorities.

Key concepts used

This Study examines the phenamenon of TWO. Though there is currently a lack of an agreed
definition for T%0, this concept has been used throughout the Study in accordance with the
Terms of Reference. The Study Team has also taken into account the key concepts and
functional definitions used in the Member States.

Figure 1.1 below shows our understanding of TWO (represented by the grey box). As shown,
in this study T%0O are understood quite broadly and different types of events and offences
are included in the interpretation. The situations, taken into account in the figure below,
include spart, recreational, poltical and environmental events while attacks with high impacts
have been left outside the "T%0 box". Concerming the type of TWO-related offences, minor
civil disobedience actions and petty crimes and terrarism have both been discarded from the
understanding of T%O while offences ranging from violent disruption of public order and
racistxenophobic attacks have been included in the box.
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Figure 1.1 The understanding of TV O used throughout the study
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On the basis of this, a definition of T%O has been suggested in Section 4 of this Report.

11 Structure of thisreport
The remainder of this Report is structured as follows:
Section 2: Problem asse ssment
Section 3: Policy ohjectives
Section 4: Policy aptions
Section 5 Assessment of the Policy Options and comparison

Section B: The preferred Policy Option

10
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2

2.1

2.2

Problem assessment

This section of the Report aims to identify and assess the extent of current problems and
needs, both in the short and the long term. It elaborates the identified challenges that are to
be addressed by the Policy Options.

Sub-section 2.1 below includes the overall problem tree showing the causal links between
the issues identified throughout the Study, including the drivers, the general and specific
problems, as well as the resulting consequences. Sub-section 2.2 to 25 further elaborates
the issues presented in the problem tree. For each of the issues, a brief description is
presented, with evidence gathered through desk research and stakehaolder consultations.

The problem definition also includes an assessment of the 'baseline scenario’ how the
identified problems would develop ceteris paribus (i.e. in the status guo situation, taking
account of on-going initiatives and contextual developrents) towards which the potential
effects of the Palicy Options will be assessed (sub-section ZB). Finally, it includes
considerations on subsidiarity and proporionality (sub-section 2.7).

Problem tree

The figure below presents our approach to the problem definition. The problem tree shows
the causal links between the issues identified throughout the Study including the drivers, the
general and specific problems, as well as the resulting consequences. These issues will be
described in turn in the sections below.

Agure 21 Revised problem tree

ExlIstence of the TWO phenomenon across the EL

e of a multicuds of Lyistenee of differonces in
national me. dretinitions

TWO not belng [dentifled and viclence assoclated with TVO not belng preve nted

Main driver: existence of the TVO phenomenon across the EU

Data gathered showed that most of the Member States have experienced problems with
TWO when sport, poltical and other types of events were hosted. The phenomenan of TVO
continues to pose securtty risks within the EU. Due to the increase in international sparting
events being held in the Member States, such as large-scale football tournaments and
events like the Olympics, Member States have witnessed an increase in the number of

A
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supporters travelling andfor organising their travel across the EU. Moreower, activities
relating to political and environmental activism have also developed over recent years.

As mentioned in Section 1 above, different types of events are included in the interpretation
of T%O. They include:

»  Sport events — might invole the presence of foreign "hooligans'. Various farms of minar
and more serious 'violence' are grouped together under the umbrella term ‘football
hooliganism' to refer to football fans who cause 'harm' to society;

»  Recreational ewents — might involve the presence of foreign violent individuals
attending concerts or parties;

n  Political events — might involve the presence of foreign demonstrators during
international summits such as 8, G20, NATO summits or other European conferences;

s Environmental events — might involve the presence of foreign demonstrators during
nuclear transportation, construction of infrastructure deemed dangerous for the
environment and during environmental conferences.

Concerning disruption of sports events, mainly football matches, stakeholder consultations
showed that the scale and type of the events wary between the Member States. For
example, national law enforcement authoarities fram four Member States showed that there
had between five to 10 football events during the last three years which have been subject to
unlawful disruption by violent offenders. In Member State A, one to two football matches per
year are subject to disruptions by TWO. Within such events, the countries reported that
between 100 and 1,000 violent offenders were present.

In other countries, violent disruption of football events by TVO is more frequent For
example, between 2008 and 2011, Member State B hosted more than 80 football matches
per year which were subject to unlawful disruption by violent offenders. The number of
violent offenders reported per year was approximately 11,000 fram which about 4 500 were
TwO. In total, almost 450 arrests were undertaken in the periad 2008-2011. In Member State
=, during the 2010-2011 football season, & total of 625 violent offenders were arrested. In
the end, anly 31 cases ended in successful convictions.

As far as recreational events are concerned, violent disruptions of concerts, events inspired
by social media and other cultural events have been increasingly witnessed aver the past
years across the EL.

Regarding the political events subject ta wiolent disruptions, 58 and G20 Summits, as well as
MNATO summits were identified as the main target events for disruption. The main Member
States affected during the organisation of such summits were Germany, United Kingdam,
Italy and France. EUJ Summits were also a target of disruption, especially in Sweden, Spain
and ltaly.

In addition to these political summits, environmental events were also disrupted in some EU
countries, such as Denmark, France and Germany. Such events mainly consisted in Anti-
Muclear-transport demonstrations, and demonstrations during climate change conferences
or against the construction of infrastructure deemed dangerous for the erwironment. Section
22.1 below also provides mare infarmation on Animal Rights Extremism and Ernvironmental
Extremism.

A distinction has to be made between the different types of events presented above. In
relation to sporting events, particularly football, cooperation between national authorities is
well developed and effective. On the other hand, T%O's behaviour during political,
recreational and environmental events is less predictable and the prevention of violent
disruption by these individuals is currently less effective. This is alsa due to a lack of
cooperation structures and mechanisms in place.

On the basis of a range of quantitative information identified for different types of events,
Table 2.1 below shows estimates of the scale of the TW0 phenomenon. The Table shows
that, in total, there are 28 disrupted events (for each category of event) per year while the
average number of persons arrested per type of event per year amounts to 1508, This

12
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number might be considered to be somewhat limited , with the T%O phenomenan not equally
“distributed" across the EU as only a few Member States hosting large scale events dealwith

VO,

Table 2.1 Estimates on the scale of the TV O phenomenon

Estimated Average number of Average number of
Total events propartion events disrupted persans arrested per
2000-2012 disrupted by TYO per vear per type of type of event per
{assumption) BNt year
Foothall
Champions league 1400 5% 6.3 18491
Europa league 2460 5% 103 3101
Warld cup 3 25% 0.1 176.8
Euro cup 4 a0% 0.z 471.6
Other
8 G B5% 0.3 22.3
G20 2 B5% 0.1 T4
MATO Summits a 25% 0.z 114
EL! Summits 26 25% 0.4 i
p;rr;[ti;ans?gleari environmental 14 5% 05 1802
Otherpolitical!recreational' 130 100% 100 1000
Total 2830 1,506.02

The awarage humber of persons arrested per bipe of event per year s Dasad on evicence macke
avaliziie duing the caurse of the study, In reality, this Foure §s Niveiy fo De higher,

The main sources Used for this talde are the foliowing:

Case stucies which proviced some quantiatve Information on the scale of disrptions b T,
Evaliation Report: The National Securfy Strategy for the 2006 FIFA Woria Cup

Fress articies

Assmpations and estimations;

Champions feague: tolal nuimier of events heid based an an average of 725 matches par vear
Based on idertfied casas of distugtion and staiiefhoier views, s assumed that 5% of alf
matches are sufyect to distyption B TV, [n addition, based an the number oF arrasts icentifiec it
Js gssumed that, per distypted match, 20 TV O are arrested, fotaling 2 vearly average of 189,

Eurona feague the saime Jogic a5 ahove has bean folowed, fased on an average of 200 matches
PEr year and 2is0 assuUming an average of X0 arrests per disruatec match

Word cup: Based on identified cases of disiiption and staiehoer wiews, 1t s gasumed that 250
of worisd cup events are disrupled By TVO . in addibion based an the number of arrests Joentified,
Js aasumed that, per evert, 2060 people are arrested, totaling a veark average of 179

Ewra e the same jogic 25 abovie fas baan folowed, gthough g fighar assumption of oisruptect
avahls has bean adonted, hamens S0%, Dased on ifarmation avalizbie ahnd stakehoider wvicw s,

(38, G20, NATO and EL summits: Based on jdentifiod cases of disruplion and stafeholder views, it
Js gasumed that 65% of aif G-hype evients are distyoted by TIA0. Th gdoition, Based on the number
of arrests Hentfied, it Js assumed that, per event, aporcximatels 74 persons are arrested eading
to the annual sveranes for the diffarent tvves of aurmimits reported afowve.

! Data for this elerment is weaker than the others and should be treated with more caution
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2.21

n Anttmuclear £ oenvirorimental protests; Based on icentifiod cases of disiipdion and stavehoicer
wighs, | is assumed that 3% of these types of events are disrupted b TVO. In addition, based on
the nurmber of arrests derntfied, | s gssumed that, per disrupted event, around 233 persons are
arrested, fotaling 2 Yearly average of 150 TIYO arrasts,

n Other poifkcal and recreational feq. concerts) events: Based on limited data availabity and
stalehalcer views It fs gasiimed that, per yvear 10 of swch events are disrueted by TID inthe EL
ahd that an average of 10 parsons are arrested.

In addition to TVO attending sports, palitical and environmental events, other categories of
TW0O were identified, namely political activists and extremist groups. These are described in
the subsection below.

Political activists and extremist groups

EU Member States have experienced an increase in the influence that violent extremist
groups have on their followers due to developments in communications, such as social
media, over the past few years® Europol considers that "through radicalisation and
mobilisation in the real and wirtual warlds, these groups will seek even more advocacy,
support and participation at political, diplomatic and military levels",

In order to examine the existence of TWO at large-scale gatherings, the following types of
activist and extremist groups are described in turn below:

n  Leftwing and anarchist extremism;
n  Rightwing terrarism; and
n Single issue extremism.

The economic recession has been conducive to political tensions. In a number of Member
States this is triggering both left-wing and right-wing extremists to demonstrate their views on
both the causes of the recession as well as the solutions required. Such activities have
raised public order concerns over the last few years, threatening social cohesion. The scale
of events varies significantly between the Member States?

Europaol believes that the professionalism of right-wing propaganda shows that right-wing
extremist groups aim to enlarge and spread their ideology and they pose a threat in many
Member States.

In 2010, protests by single-issue extremist groups increasingly focused on the fur industry.
These groups are becoming more netwark-based, using various methods of communication
to prioritise, coordinate and support direct action. Campaigns of animal-rights activists
indicate & shift of activities fram the UK towards mainland Europe which started in 2005/2003
and continued in 2010. There are indications that some members of animal-rights, anarchist
and environmental extremnist groups are moving towards a shared ideology.* Environmental
extremism is also on the incre ase.

The scale of problems associated with political events also varies significantly between the
Member States. In one Member State, three politically driven demonstrations are organised
annually, with the number of padicipants within such demonstrations varying between 1,000
and 40000 people,

Left -wing and anarchist extremism

Over the past years, Europol has noted an increase in wiolent attacks by left-wing and
anarchist groups as well as increases in the coordination of groups trans-nationally. These
groups remained very active in 2010, with 45 left-wing and anarchist attacks occurring within
a few Member States of the EU (Austria, Czech Republic, Greece, Italy, Spain) and resulting

2 Information for this section pravided from Europol's The-Sat reports 2011 and 2012, awailable at
https: e europol. europa. ewcantentfpressiewterrorisie stuation-andtrend-report-te-sat-2012-1 567 .

Te-Sat Report 2011, p 7

* b
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in six fatalities. This amounted to an increase of 12% in comparisan with 2002.f Thaough
these groups are traditionally most active in Greece, ltaly and Spain other Member States
have also experienced an increase in their activiies due to the social unrest among the
population following the economic crisis and the reduction of state spending on social
welfare, One Member State reported that demonstrations involying anarchist groups typically
comprise 200 to 300 people, though they are typically nationals of the Member State.
However, an anarchist protest did occur where a protest camp was established with
approximately 3 000 people, some of which were from other Member States. Though no
major violent acts were reported, around 8 000 law enforcement officers were deployed to
prevent any major incidents.

In 2011, 37 attacks were carried out in the Member States, with 42 individuals arrested. In
that year, Europal noticed an increase in cooperation between environmental and left-wing
violent extremist and terrorist groups Attacks linked to Greek or ltalian anarchist circles have
frequently occurred in Eurape. In most of the cases, the motivation of these groups is an
expression of solidarity with imprisoned anarchists. Similarly to 2010, signs of increased
transnational coordination between groups were observed by Europal in 2011, A number of
attacks in Italy, Greece, Germany and Switzerland were caused by the ltalian anarchist
group Federazione Anarchica Informale (FAl). Maoreover, in relation to transnational
cooperation, communications issued by the Greek terrorist arganisation Synomaosia Pyrinan
Fotias advocated the need to establish an "international network of anarchist individuals and
groups". The renewed activism of the FAI can be seen in this context where references
were made to the call by the Greek organisation.

Eurapaol identified a shift in direction in some anarchist protests towards environmental
issues in 2010 in the United Kingdam. In addition, in 2011 anarchists joined protestars in
France and ltaly during demonstrations against the future construction of the airport of Notre
Dame des Landes in Mantes and the high-speed railways line linking France and ltaly in “al
di Susa.

Right-wing extremism

Right-wing extremists try to gain a political following and achieve publicity outside the
traditional political processes through marches, rallies, demonstrations and concerts.
International links exist within the violent extreme right-wing scene though they wvary
significantly in strength. Buropol considers that incidents involving right-wing extremists can
present considerable challenges to policing and seriously threaten community cohesion,

A small number of incidents occurred in 2010 which could be classified as right-wing
extremism. These incidents raised public order concerns but did not endanger the political,
econamic or social structures of the affected Member States.” Dwring 2011, several Member
States reported activities by violent right-wing extremist groups. The perception of these
incidents amaong the public is shaped in particular by xenophobic violent offences and right-
wing parades often referring to public occasions or commemarations. Though violent attacks
appear to be, in most cases, the result of accidental encounters or reciprocal provocation,
they are nat uncommaon.

Several Member States confirmed that members of the extreme right-wing scene have
access to weapons, ammunitions and/or explosives. Though the seizure of illegal weapons
and ammunition as well as improvised explosive devices (IEDsS) or materials used for the
production of IEDs may be an indication of a certain level of militancy for at least some parts
of the scene, police authorities in the Member States consider that this phenomenon relates
maore to the aspect of their subculture than to an intention to use these weapons for terrorist
ends. Europol considers, however, that it should be taken into account that these illegal
weapons might be used in sporadic incidents in arder to cause significant harm.®

® i

®Irforrration gathered through stakeholder consultations
" Te-Sat Repart 2011, p. 29
¥ Te-5at Report
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Often, right-wing extremist manifestations provaoke counter activity by extreme left-wing
groups, and such confrontations can resultin physical violence. For example, in May 2010, a
"White Power" supporter was assaulted in Sweden during a demonstration staged by the
movement. Europol considers that the presence of like-minded nationals from other EU
Member States at rightwing events, such as "White Power' concerts suggects that
individuals who are drawn to right-wing exremism maintain close contacts throughout the
EU. These concerts attract hundreds of people from all over Europe. Concerts are only
announced on the internet and take place at secret locations.”

Europol considers that recruitment and the distribution of violent extreme right-wing
propaganda is of major concern in a number of Wember States. Due to developments in
communication and social media, right-wing extremists are increasingly active in online
social netwaorking in order to reach out to a younger generation. It is believed that this is
adding a new dimension to the threat right-wing extremism may present in the future. White
Power Music (WWPM) is promoted through anline medians, The Swedish authorities reparted
that their WPk movement engages in a series of activities covering many aspects of a social
nature and aim to influence public opinion. Portuguese authorities reported that their right-
wing scene, "Foruguese Hammersking”, is trying to recaver its strength through the right-
wing music scene and close cooperation with other groups in Europe. An international
meeting called "White Christmas”was organised in Lisbon in December 2011,

Though the overall threat from right-wing extremism seems to be decreasing, these groups
have the will to enlarge and spread their ideology and still pose a threat in the Member
States. Europol considers that if the unrest in the Arab world, especially in Morth Africa,
leads to a major influx of immigrants into Europe, right-wing extremismm might gain a new
lease of life by articulating more widespread public apprehension about immigration.
Moreower, austerity programmes introduced following the crisis might also lead to further
wiolent right-wing activities.

Single-issue terrorism

"Single-issue terrarism” is "violence committed with the desire to change a specific policy or
practice within a target snciety”.” The term, in Europe, is used generally to describe:

n  Animal rights groups; and
n  Environmental eco-terrorist groups.

In 2010, more than 200 single-issue extremism related incidents were recarded in the EU,
which included 24 arson attacks The activities carried out by violent animal rights extremists
(ARE) and violent environmental extremist groups range from fairly low-level wandalism
incidents to significant acts of destruction and the use of incendiary ar [EDs.!

Europol considers that there is a dynamic interaction between groups and individuals in
different countries, with language or nationality forming no barrier to coaperation. Extremist
groups and individuals from different countries and groups participated in protests and
attacks all over Europe in 2010, uniting their forces in comman initiatives. In some cases, it
WA fnqu that the interaction between these different groups and nationalities led to
winlence.

Single-issue extremist groups are becoming increasingly network-based, with these groups
using various methods of communication in order to prioritise, coordinate and support direct
action. As with leftwing and rightwing extremists, the internet is considered to be a vital tool
in the process of networking with campaign websites, social networking sites and mailing

® b

" Te-Sat Report 2011, p. 30
" Te-Sat Report 2011, p. 31
2 Te-Sat Report 2011, p. 31
¥ Te-5at Report 2011, p. 32
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lists playing an important role in making it possible for single terrorists to be informed on the
upcoming international agenda in their area of concemn. ™

Animal rights extremists
Animal rights extremist (ARE) groups focus on four main target areas:

»  Companies and institutions involved in scientific research and pharmaceutical testing on
animals;

n  Furbreeding industry,
s Meatindustry;, and
n Circuses and hunting.

Member States have experienced increased activity by vialent animal rights extremist groups
which have a significant impact on businesses involved. There has also been increased
cross-border cooperation between several types of violent extremist groups which is a
particular cause of concern.

In order to reach their goals, animal rights extremists use authorised protests as well as
illegal methods of protest and direct action.  Incidents in 2010 were recorded in Belgium,
France, Germany and Sweden. In the past, the majority of illegal activities by single-issue
extremist groups took place in the United Kingdam, in the framewark of a campaign labelled
Stop Huntingdon Animal Cruelty which was a movement targeting a single site, those that
worked there and businesses associated with Huntingdaon. These included arson and paint
attacks. Concerning targets towards the fur-trade industry, a number of incidents occurred in
2010, mainly resulting in the mass release of animals or the destruction of feeding or water
inctallations for the animals. In Belgium, activists released 300 minks, while in Greece, more
than 45 000 minks were released by extrernists, with the unintended result that a large
number of the animals died an the streets. Both activities were carried out by groups whose
members were of mixed nationality.

In 2011, the pharmaceutical industry reported 282 incidents worldwide. Though the
majarity of such activities are low-scale incidents, an increasing number of Member States
have reported an intensification of violent extremist activities. Some of these incidents have
involved |IEDs, assaults on persons or hoax bomb telephone calls. Groups such as Stop
Huntingdon Animal Cruelty, Militant Forces against Huntingdon Life Sciences and Mational
Anti-Vivisection Alliance have been involved in assaults on pharmaceutical compan
personnel and have targeted businesses related to the animal testing sector with IEDs.’

Propaganda on the internet is one of the main tools of violent ARE groups. Most of their
actions are published and claimed via the intermnet. These groups also seek support via their
wehsites and social networks through disinformation campaigns.

Europal considers that future changes in legislation regarding animal rights in the Member
States may trigger new and increased actions by violent ARE groups.

Ouwtkrw motorcycle gangs

Outlaw motorcycle gangs have been detected across the EUL The "Hells Angels Motoreycle
Club" (HAMC) has expanded into Eastern Europe including Bulgaria, Czech Republic,
Greece, Hungary and Poland. HAMC Chapters have grown worldwide fram 1 in 1240 to 351
chaptersin 2011."7

" ikict

1 European F ederation of Fharmaceutical Industries and Associations, EFPIA
*® Te-Sat Report 2011, p. 31

" Europal Review 2011, p.B2,
httpeifwianiy eropol europa. ew st esf defauttfiles publicationsfeuropolreview 2011 pof
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A Europol Analysis Work File (AWF) was set up in order to produce a threat notice ™
specifically on motorcycle gangs through the "Maonitor” project. This was established
following a scanning of new and emerging organised crime threats based on the OC-SCAN
Threat Motice, as well as expertise recommendations from competent national authorities
throughout the EU. The new activities of Outlaw Motorcycle Gangs (OMCGS)'Q in South East
Eurape combine their established organised crime hubs in the Morth West of Europe with a
new capacity to engage in drug trafficking on the 'Balkan Route'. Though the "Monitor”
project focuses mainly on the organised crime associated with these motorcycle groups,
Europaol has also highlighted the risk these gangs pose when travelling through Member
States in large groups, with violent clashes occurring between rival groups which prove to be
a great risk to the general public and are thus important to monitor. Some of the tasks
undertaken through the project, such as identifying the structures and members of the
OMCGs and supporting law enfarcement partners in policing major biker events, are relevant
to the T%D phenomenon with such activities closely linked.

The element of cross-barder travel associated with OMCGs in Europe is important in relation
to combating the TYO phenomenon, with Europol highlighting the need for improved
infarmation exchange on such groups in order to ensure that their travel movements are
carefully monitored. Such close monitaring not only help to prevent the organised crime
phenormenon associated with this group but also assists in the prevention of violent clashes
similar to those encountered with other types of TWO.

Individual incidents exemplify the cross border and wiolent nature of OMCGs activities. For
example in 2010, members of the Hells Angels Motorcycle club from different Balkan states
came together to join a biker festival in Croatia, ending in severe violence ™ This
phenomenan is not limited to South East Europe, with Germany, Denmark and Sweden
being largely affected by OMCGs activities. According to German authorities, plenty of
evidence exists to show that gangs are growing in numbers, with the number of biker groups
doubling since 2005, These groups operate as large enterprises across Europe and
constantly try to operate outside the Schengen zone. !

General problems

The main general problems identified in relation to the exchange of infarmation on TVO and
the approaches taken to the management of the T%O phenomenon are:

n  Existence of a multitude of instruments for the exchange of infarmation on TVO, and

s Existence of differences in national measures, definitions and applicable offences.
These are described in turn below.

Existence of a multitude of instruments for the exchange of information on TVO

Currently, there are no specific information exchange systems at EU level to exchange
information on T%0, but Member States can make use of a number of existing channels for
this purpose.

The main legal instruments for information exchange at EU level in the area of law
enforcement information and intelligence exchange are the Swedish Initiative, the Prim
Decision and instruments relating to Mutual Legal Assistance (MLA) and Mutual Recognition
(MR). These instruments are of importance in relation to the exchange of information on
Tw0O as they provide specific legal bases for information exchange between the Member
States, setting out rules and conditions as to the modalities and type of information which
can be exchanged.

B & strategic notice disserninated by Europol on organised crime threats
™ Gangs including Hells Angels Motoreycle Gang
T The independent 20100 hitpiweww independert co.ukinewsiword suropeleurope s biker-ganos- set-on-a

collision-coursewih-he-police-21 08221 fimi

2 Deutsche VWelle: hitp v, i desdwiaricle/0 15912602 00 hirrl
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With regard to the Swedish Initiative and Prim Decision, baoth instruments provide a legal
basis for Member States to cooperate in the exchange of different types of infarmation. While
the Swedish Initiative focuses on exchanging information and intelligence relating to criminal
activities, the Prim Decision focuses on data exchange relating to DMNA, fingerprints and
wehicle registration.

Background research also showed that national authorities currently make use of a number
of communication facilitators for exchanging information an TV0. These manage different
IT as well as non-IT toals for infarmation exchange. The main communication facilitators
identified (and respective tools) are the following:

17 EWU and international level:

s Europol,including:
o Europol Information System (EIS);
o Analysis Wark Files (AWF),
o Secure Information Exchange Metwork Application (SIEMA); and
o Europol Mational Units and Europol lizison officers.

n Interpol, including:

o 12457 network and Flink;
o Mational Central Bureaus;
o Motices systemn; and

o Databases.

21 EU decentralised communication facilitators and tools:

s SIRENE Bureaux (linked to the centralised Schengen Information Systerm (SI15));
n Central Authority (within the national Ministries of Justice or the Police) and ECRIS; and

n  Passenger Information Units and Passenger Name Records (PNR) database.

3) Communication faciitators and tools at Mermber State level:

m  Mational Football Information Points, and
»  Police and Customs Cooperation Centres;

The stakeholder consultations undertaken showed that in practice, all the facilitators and
associated tools mentioned above are used by national authorities to exchange
information on TVO. In the replies to the questionnaire, Member States most often referred
to the use of Europol's and Interpol's tools, in particular Europol's Siena, followed by 315/
SIREMNE and, in case of football, Mational Football Infarmation Paints (MFIFPs). Police and
Customs Cooperation Centres were also cited by three Member States as facilitators used to
exchange information on TWO.

In addition to communication facilitators, there are 3 number of national sources for
information, which are used for the exchange of information on TWO. Evidence gathered
showed that many Member States use national databases of law enforcement authorities as
a source of information for cross-border exchanges, These databases range from general
ones used by the police to stare infarmation on criminal and administrative offences to more
specific databases which are used to gather information in relation to sports events. For
example, in one Member State a 'Law Enforcement Database for Spart’ exists, which mainly
contains the list of persons subject to a stadium ban and/or prohibited from attending sport
events. This database can only be used in connection with sports events. In another Member
State, national police databases are used to exchange operational information as well as
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intelligence. In a different Member State where a national police database exists, infarmation
is stored on administrative and criminal offences committed by the individuals. In several
Member States, criminal records are used as an important source of information. These
records are used for different reasons, such as the exchange of information on convictions in
connection with hooliganism. One Member State reported that judicial records provide
infarmation on pre-trial inve stigations undertaken.

The following sub-problerms in relation to the instrurments, communication facilitators and
tools used to exchange information on TVO have been identified and are explored in turn in
the sections below:

n  Different and uneven coverage of the instruments, communication facilitators and tools
used to exchange information on TV0O; and

n Inefficiencies in existing instruments, communication facilitators and tools used.

Different and uneven coverage of the lgal instruments for information exchange,
communication facilitators and tools used to exchange information on TVO

The existing legal instruments for information exchange, communication facilitators and tools
used to exchange information on TWO present some differences, mainly concerning the
fallowing:

n  Their purpose;

n  Type of information gathered/exchanged;

s The authorities having access to the information gathered,
n  The procedural standards used; and

n  The level of implementationfransposition of instruments in the Member States and their
coverage (i.e. opt outs).

Table 2.2 below presents the main differences per legal instrument and communication
facilitatorool used by national authorities, The Table shows that there are major differences
in the type of information exchanged through the listed instruments and tools. While some of
them exchange all types of information, others limit their scope to specific types of data (for
example Prim, ECRIS, PMR, NFIP).

Although most of the instruments and tools are accessible to police authorities and, maore
broadly, to law enfarcement authorities, some of them are anly available to judicial
authorities (for example MLA, MR and ECRIS).

In addition, while the majority of the infarmation exchanges still take place through a simple
bilateral exchange of information (by email, telephone, etc), IT systems are increasingly
used (for example 315, Europol's Siena and EIS)). Also, Member States are increasingly
asked to interconnect the existing national databases (for example in the case of Prim and
ECRIS).

Procedural standards and data protection provisions are always included in the instruments
and tools cited above. However, these might vary considerably. Finally, the geographical
coverage of these instruments and tools presents some differences due to incomplete
transpositionfimplementation and optouts of Member States from the EU acquis,

Due to these differences, the choice of the tool to exchange information on TV will affect
the outcorme of the information exchange, (e different systerns being  more
effective/efficient than others depending on the purpose). As a result, the use of different
providers and tools, as well as different procedural standards, might possibly lead to an
unequal treatment of TWO.
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Table 2.2 Comparative analysis of legal instruments, communication fadlitators and information exchange tools

Instium ent; Puipose Type of information Authorities having Communicationtoel  Procedural standards used and data Lewelof implem entation ftran sposition
Facilitator/tool gathered/exchanged accessto the {IT/non-IT) protection
information
thered
Legisiative nstnaments
Swedlsh Estabilish the rukes under
Inttiative which Membear States' law  Ary type of information or
Ny . Law enfarcement
erforcernant authorities data which is held by law N
may exchange existing enforcerment authoriies, as a.llhclr(l_as By 31 October 2012, _drrosl all
information and intelligence  well as any type of co_nl:_luctng a . - Memioer States have informed that
effectivaly and information or data which is criminal Through bath IT Data protection provisions are they have transposed the Framewark
expecitiousy for the held by public autherities or investigationor a  and norelT tools. specified in At 8. Decision into their domestic legislation
e X N y - criminal or that they do not need to franspose.
purpose of conducting private entties and which is inteligence
criminal investigations or arailable to law erforcement Icuerginn
criminal inteliigence authoriies. .
operations.
Prim Declsion Facllitating M ember States’
interconnectedness of
autormated data exchange !:fm' a:‘tm Toda)e_rhar'g_e of b |E has not transposad A, 15 for the
and prevention of crirminal DA, fingerprints and wehiclke :a'u'g;ng' 'I"JI:'Q dﬂ:ﬂg?ﬁﬁ;;hﬂ; be establishment of contact points for
offences af large sparting registration data Competent Through both IT dalaled without Halasponce the Major events.
events (such as football For major public events: non-  national d IT taal have b higved Moreover, DMA operational data
matches) and terrorist personal data and personal authoriies. and nonl tools. purposes hiave been achieved or exchange, YR and finger prints
canno longer be achieved. The data R R
offences through the supply  data. sunaiiod muet in ahy event b exchange is not operaional amongst
of infarmation and the oe v all the Memer States.
establishment of joirt deleted after not more than a year.
palrols.
MLA The First Fratocol to that Corwention,
adopted in 1978, has been ratfied by
Encourage and faciitate all but one Member State. The Second
mutual assistance between  Reguests concerning actions Judicial Protocol to that Corwention, adopted
judicial, police and custorms  fo be taken during criminal aJull"IlcC:I?le Naon-IT tooks in 2001, has been ratified by onby

authorities on criminal
matiers.

nvesligations.

eleven Member States but signed by
thirteen more,

Special provisions apply to Ireland and
the United Kingdom (transmission of
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Instrum ent Purpose Type of information Authorities having Communication tesl  Procedural standards used and data Lewelof implementation tran sposition
farilitator/tool gathered/exchanged access 1o the {IT/mon-ITy pratection
information
gathered
requests for assistance), to
Luncembourg (protection of personal
data) and 1o Morway and Iceland
(provisions linked 10 the Schengen
acguis and the entry into force of the
Comentian),
MR (EEW) The European evidence warrant has
Member States must ensure that natyet been implemented by the
Imgprove the recognition of  Objects, documents and data Judicial Through both IT there are legal remedies available to  majarity of Member States and a

for use in criminal
proceedings.

national judicial decisions

or acts, and nore|T tools.

authoriies.

thosa who wish fo challenge an
EEVY, for example through court
procedures.

proposal for its replacement by a
European Investigation Order,
covering a wider range of evidence
gathering, is being negotiated.

EUf and Intemational Cormmunication Fadlitators

Europol  EIS, Gathering, maintaining,
AWF aralysing and
and  disserninating inforrmation :gﬂ;?::gg;ﬁmg{ga" oms Police Protection of data and classification
Slena,  aswell as supporting the ' Through IT tooks. of information according to *secunty  All 27 Member States,
M : more speciically, persons, authorties -
ember States with the identty documents cars ete categories”.
coordination of their o s .
investigative operations.
MNational
Units Facilitate commurication
and between EU law Criminal irtelligence Law enforcement  Through non IT
Europol  erforcement authorities and  information. authorties. tools. All 27 Member States.
ligison  cooperstion partners.
officers.
Interpol  1-24i7 Frovide targeted traning, Data in particular about Law enfarcement Mational Central Bureaws and
nietwork, expert Investigative persore, stolen and lost authorties inthe  Through bath IT intermational entties shall retain, at
I-link, support, relevant data and  travel documents, stolen WS and third and norIT tools all tirnes, control over the processing 190 member counfiies
Mational =acure cormunications vehichks, Fingerprints, DA i of their data, in accordanc e with
Central  channels. profiles, Stolen Works of Art,  SOUTES: The INTERPOL's Rules on the
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Instrum ent
farilitator/tool

Purpose

Type of information
gathered/exchanged

Authaorities having € iontoal P al ds used and data
access 1o the {IT/mon-ITy pratection
information
gathered

Lewel of implenventation fran sposition

Bureau,
notices,
databas
Bs

firgarms references.

Processing of Data (erfered into
force on 1 July 2012,

SIREME and

Persons wanted for
Schengen extradition to another
Information Member State; Authorities Processing of sensitive categories of
System Imerove police and judicial MESING persons, reanorsble for data (personal data revealing racial
c?.?ne,,%n In erimingl Fequests for reports on mslﬂa control or ethnic origin, poltical oginions, The UK and IE have opted for partial
mmatters, visas, immigration witnesses and people for and other police religious or philosophical beliefsor bt sigrificant Schengen cooparstion,
and free mwe'mem of court sopearances, and cusioms Throwgh bath IT 1rauE-Ln_|un membership a_nd _dda broadly in palice al_'ld judicial
person aswell asto hoid a Request information reports L LS and nortTlools,  SONEErming health or sex life) is cooperation inclding the SIS, bt
number of spectic aletson o major criminals and linked e luticial prohibited under SIS 1l Any person  excluding access to alerts relating to
people, vefiicles and vehickes, and o will have the right o request access  refusals of entry for third-country
BFUDEI'E? Stolen vericles, trallers, Ewropol and 1o data relating to hirther (personal  nationaks
' firearms, idently docurments Ewojust data®) that has been enfered n 515
and registerad banknotes : Il
Under SIS 11 dlso
photographs and fingerprints.
ECRIS Facilitate efficient sharing of Article 9 of the Council Framework
infarmation pertaining to Decision 200931 5UHA detailsthe 0%t Of the Member States have
criminal corwictions of EU Criminal corvictions. Judges, Through T tooks. conditions for the use of personal ?lmspcssd ‘.”‘ Cuun_ci _Damsmn ot
citizens between EL prosecutors. data. interconnection of Criminal Records
Memier States. acrossthe EU is still partial.
Passenger Name PMNR data includes PMR data may only be used forthe  The Commission proposed a Directive
Records passenger name, passport purpose of fghting serlous crime on PHR which is currently being
gﬂ?&f?;ﬁ i/ SMANSE nformation, telephone zmgrr‘rrgsc'ement Throughnon-IT and terrarist offerces. Law negatlated i the Councl
erforearmnant puposes. riummbers, travel agent, credi Alines. toolks, enforcernent authorities in EU States  The instruments’ coverage benefits

card nurnber, history of fight
schedule changes, seat

miust depersonalice the data one
month after the flight and may not

froim the opting-in of the LK and
Ireland. However, following Protocol
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Instrum ent
farilitator/tool

Purpose Type of information

gathered/exchanged

Communication tos |
{IT/mon-ITy

Procedural standards vsed and data
pratection

Authorities hawing
access 1o the
information

gathered

Lewel of implenventation fran sposition

preferences and other
infarmation.

retain it for more than five yearsin
total. EU States should not e able
1o access the databases of air
carriers but they must requestthe
data. Rules giving passenpers the
right 1o access, rectify and delete
their data and the right 1o
corrpensation and to judicial
rernedies are also provided,

27 ofthe Lishon Treaty, Denmark is
not bound by the agreements.

Mational Foothall
Information Foints

Strategic information:
infarmation specifying al
aspects of the event, with
particular reference to
security risks invalved in it
Operational information:
information providing an
accurate pcture of
proceedings in the course of
the event,

Tactical information:
information enabling those in
charge of operations to take
appropriste action forthe
purposzs of maintaining
order and securty in
connection wih the event
Fersona data on individuals
actually or potentialy posing

Act s the drect and cenfral
cortact point for the
exchange of relevant
Information.

Facilitate international
police cooperation in
cornaction with footbal
matches.

a threat to law and order and

Security

MEIPS,

Law enforcement  Throwgh T and
authorties, non ITtools,
security services.

Police and
Customs

Data which istypically most
often exchanged i that on

Suppon structure for
exchanging information and

Border agencies,
border guards

Through both non-
IT and IT tools.
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Instrum ent; Purpose Type of information Authorities having Communicationtoel  Procedural standards used and data Level of implem entation Aran spesition
farilitator/tool gathered/exchanged access 1o the {IT/mon-ITy pratection
information
gathered
Cooperation providing supportto the drivers, vehicles, vehicle and the paolice.
Centres activities of the operational  status, vehicle's ownership,

apencies responsible for
palice, border and cusloms
tasks in the border area.

driving licenses, telephane
subscribers, validty of
identity documens,
residence permits and visas,
e,
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Shorcomings related to the main legal instruments for information exchange at EU
fevel

The incomplete implermentation of operational data exchange between the Member States
under the Prim Decision still hampers the exchange on DMNA profiles, fingerprint data and
wehicle registration data with a cross-border dimension. This might currently jeopardise the
effective exchange of information on T%O and the prevention of the phenomenon across the
Ell when t comes to the exchange of biometric and vehicle data. Similarly, the incormplete
transpasition of the Swedish Initiative by the Member States might reduce the effectiveness
of exchange of intelligence information between law enforcement authorities concerming
TVO.

Some shortcomings also arise in relation to the use of MLA and MR instruments as not all
Member States have ratified the 2007 MLA Conwention Protocol. Other limitations exist when
Member States atternpt to exchange information, with some countries unable to use MLA to
their advantage. In addition to the use of MLA, the BEuropean Evidence Warrant can also be
used by the Member States when exchanging information on TW0O. However, this instrument
has not been implemented by all the Member States and a new proposal is currently being
negotiated.

The shorcomings in MLA and the insufficient use of the European Evidence Warrant
currently affect the effective transmission of information an T%O from one Member State to
another. This might lead to cases where investigations and prosecutions involving TWO are
not successfully carried out by the competent national authorities.

The 2010 International Centre for Migration Policy Development (ICMPD) study onthe status
of information exchange amongst law enforcement authorities in the context of existing EU
instruments confirms that by indicating that one of the main obstacles encountered by
autharities when exchanging information is "signed but nat ratified agreements on police co-
operation [that] hinder efficient cross-border information exchange”.

Shorcomings related to communication facilitators and tools

Concerning the use of SIS, the United Kingdom and Ireland have opted-out frorm certain
aspects of the Schengen Canventian, thereby excluding access to alerts relating to refusals
of entry for third-country nationals.

Other shortcomings concerning the use of 515 have been identified related to data retention
on the impact on free movement of people. For example, in one Member State, TWO
arrested during an international meeting received an order to leave the country from the
police. This order was based on the assumption that the persons constituted a danger to
public arder. On the basis of this order, these individuals have been inserted in law
enforcement databases such as SIS, However, following the expulsions the foreigners'
detention has been declared by the competent judge as unlawful. This judicial decision was
not reflectedtaken into account within SIS as the names of the individuals expelled were not
removed. These individuals therefore experienced problems when travelling abroad (for
reasons other than attending a public event).

Also, the personal information included in SIS might be misleading as a person might be
dangerous in one situation/context but not in another.  Accordingly, the on-going
management of the use of the alert is alkimportant. In many respects the use of the alert
should be event and intelligence specific. "Labelling” indwiduals can thus be misleading.
According to the stakeholders interviewed, more infarmation on the content of the offence is
needed in order to understand when and where an individual can pose a threat to public
order. This can be achieved through the exchange of supplementary information at the time
of the creation of an aler.

Shortcomings in the exchange of information on T%O through SIS and Europol might also
occur due to the fact that the latter exclusively focus on serious criminal offences. While
some of the TWO-related offences might be considered as serious {as for example murder,
grievous bodily injury, racism and xenophobia, arson, sabotage), others do not fall under the
"serious crime” label asthey are linked to administrative offences. As Europol's mandate and
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231.2

SIS's alerts are restricted to serious criminal cases, a share of TVO is expected to be
excluded from the scope of these two information management tools.

In relation to football events, the MFIP plays an important rale in each Member State, being
responsible for the facilitation of international cooperation in connection with football
matches. Close links are maintained between the MFIP and the police, with the NFIFP being
part of a police unit in several Member States.

Though MFIPs exist in each Member State, the roles they play vary considerably. In some
Member States, the MFIFP is purely responsible for exchanging information on football
events. In others, the NFIP is also involved in exchanging information on other sporting
events occurring at national level. ¥ This causes significant challenges due to the different
levels of workload associated with events in Member States and therefore the different
resources available for responding to information requests.

With regard to exchanges at EU level, the MFIP's mandate is limited to football events, Other
types of public gatherings are thus not included in MFIPs' scope, which means they only
address part of the TO phenomenon,

Inefficiencies in existing information exchange

Currently, inefficiencies occur when exchanging information on TW0. Six Member States
reported that these inefficiencies are mainly due to delays in exchanging information on
TWO. In the absence of a specific system for exchanging infarmation on TVO, reguests or
messages are often sent at the same time through different channels, leading to delays in
the treatment of requests and duplication of effort.

Some of the Member States consulted for this Study stated that difficulties in information
exchange and evidence on TW0O are due to the fact that cooperation in this field is mainly
based on MLA. Indeed, the MLA Canvention's mechanism for exchanging information shows
a number of shortcomings, for example:

n  Long delays orinaccuracy of information obtained;
s Member States are not obliged to comply with MLA requests; and

»  MNon-standardisation issues such as language barriers and differences in legal
terminology which — in some cases — may deter judicial authaorities from placing requests
in the first place in consideration of the time and expenses invoked.

Evidence gathered through the ICMPD study indicates that delays are also experienced
because of the following different reasons:

n Internal processes when requests are sent to other public institutions within the country,;
n  Unavailability of information;

n  Lack of personnel to deal with the request;

n  The needto obtain legal approval for exchange;

m  Technical problems in retrieving data (system failure etc.);

m  Prior court permission being required or information having to be obtained from other
domestic ingtitutions; and

n Complexity, scope and nature of the case.

Box 2.1 below presents examples, where delays in receiwing information and a lack of
communication from national authorities in other Member States prevented the national
authorities from taking action to stop viclent disruptions during large scale political events.

Box 2.1 Examples of delays in receiving information from other national authorities and
insufficient information exchange

Z pg stated in consultations
2 Unizys (2008) p.20
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Nernsher State A— politi cal event

According to a report drafted by Member State A following the paltical event, international
cooperation activities during planning for TV O had modest effects. More specifically, the report points
out that the exchange of information between Mermber States has heen inadeguate to prevent vialent
distuptions by T,

The report states that this was partly due to difficulties for foreign law enforcement and intellinence
services seeking to obtain information on TW O - maink due to the fact that TWO are nat part of
arganised structures but they have a strong capacity to gather instantaneously. Also, national data
protection rules impeded the transfer of personal information to the Member State A authorities.

The report also argued that certain types of VO are not considered as a priority in all Member
States. Other Member State autharities are more focussed on anti-nuclear protests and less on anti-
globalisation movements. Therefare, there is a lack of intellingence infarmation on anti-globalisation
offenders.

The lack of infarmation from other Member States prevented law enfarcement autharities to dewelop
an exhaustive list of dangerous individuals, who could have been denied entry to the national
territary. The clasure of the barders and the suspension of the Schengen Adgreement are considered
to have been useful messures. However, in the ahsence of an exhaostive list of dangerous
individuals ar alets on the 815, border controls could not resutt in the idertfication of TWO.

2 the other hand, cooperation with other external authorities was assessed as effective during the
event, especially in case of arrest or detertion of foreign nationals. The exchange of information
concerning past corvictions of arrested individuals was very effective.

Member State B — Political Event

During a political event, after thousands of TWO were taken into custody, national authorities
experienced problems due to the poar exchange of information between Member States. A lot of
infarmation provided was deemed by the Member State to be too event-specific or arriving too 1ate
for preventive measures to be taken, Despite the request of national authorities to specific Member
States to provide information about TVO, most of them did not respond to the request before the
event.

Inthe case of an international foothall event, the information provided was not adeguate to the needs
of national autharities {i.e. too specific, nat detailed enaugh ar arriving too late). The latter also noted
a lack of cooperation between Member States in exchanging information on TV Q. This issue was
alsa raized regarding Right Wing Extremists events, along with language-related prahlems.

Six of the Member State stakeholders consulted for this Study ctated that problems in the
exchange of infarmation on TYO currently occur because of infrastructures, channels and
systems being technically redundant. Yet the ICMPD study argues that such problems,
which inhibit the effective exchange of information, only occur wery rarely. The survey
conducted by the ICMPD showed that 86% of stakeholders consulted indicated that 1T
problems which cannot be overcome quickly are hardly ever experienced.

In addition to IT based systems {such as Europol Information Systermn, SIEMA, and S15)
national authorities also use non-IT based systems to exchange information on TVO as
follows: telephone (reported by 11 Member States), E-mail (reported by three), meetings
fone) and fax (five). Some of the stakeholders consulted reported that personal data (though
it seems only in @ minority of cases) or information on events is transmitted wsing these
communication channels. Often, the latter are used to gather complementary infarmation
and in urgent cases, in order to avoid delays linked to the use of IT information systems.
Though these communication channels improve the speed of the infarmation exchange, it is
possible that they create confusion amongst authorities and are likely to increase the risk of
data protection breaches.

Box 2.2 below shows a practical example provided by one NFIP showing the strengths and
weaknesses of exchanging information on TO using non-1T communication channels. The
example shows how non-IT systems can in practice speed up the exchange of information
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2.3.2

and, consequently, the application of measures to prevent wiolent disruption by TWO.
However, the example also shows that the types of data exchanged are limited {for example
personal data are not usually exchanged using non-IT systems), therefare not allowing the
Member State to obtain comprehensive information.

Box 2.2Practical example: use of non-IT systems

A foothall match was hosted in Member State A invaoling teams from Member State A and Member
State B. The Member State B MFIP informed the Member State A NFIP by phone that a group of
1,000 fans were going to travel 1o Member State A to attend the football match. The information
provided by the Member State B MFIP only covered the number of people and the travel information.
Far example, details an the time and route the huses carrying the Member State B fans were gaing
to take were provided.

The rmain communication channel used within this example was a non-IT syvstem, i.e. several
telephione calls between Member States' NFIPs.

The Member State B MFIF specified that the travel route included crossing through Member State C
Member State A NFIP proceeded to contact the Member State C WFIFP. The Member State C MFIF
pravided information ta the Member State A MFIP on the border check cantrals about the buses used
by trawelling fans. Information included details akout the time, the number of buses and their licence
plateswhich were expected to arrive in Member State A,

Once the inforrmation, both from the Member State B and Member State C MFIPs, was received the
data was analysed and a plan for poblic order protection was put into place. The plan was
implemented 12hrs before the expected arrival. Thus, at the Member State A border police officers
were already expecting the Member State B fans and they proceeded to check them, looking for
dangerousillegal items (bats, fireworks etc). Subsequentlk the Member State B buses were
escarted by Member State A palice patrol to the stadium and they were escorted an their way hack
o the border as well.

I surmmany:

n Infarmation exchange channel: MFIP contact person through telephone contact
m  Type of information exchanged: number of foreign fans travelling to attend the rmatch by bus,
travel infarrmation, such astime of departure, travel route and number of buses.

It was stressed that the names or specific information on the football fans were not provided. Thus
the Mermber State A NFIP did not know if the incoming fans posed a threat to public order, or ifthe
Member State B fans had criminal records or previous comvictions on puhlic order offences.

Existence of differences in definitions, national measures and applicable offences

In addition to the current lack of a specific instrument for exchanging information on T,
there are strong differences in the definitionfunderstanding of the T%O phenamenaon in
Member States as well as in the national measures established to deal with it. This is often
an obstacle to the effective exchange of information on these individuals and the
implementation of a concerted approach to deal with the phenomenon across the EU.

The averall lack of commaon legal standards in the exchange of information on T%0 has been
highlighted & number of Member States consulted, leading to information being unsuccessful
exchanged. Also the ICMPD study showed that 47% of the stakeholders consulted believed
that national legal environments were too diverse to ensure an efficient crossborder
exchange of infarmation.

There are differences in the definition/understanding of the TVO phenomenon

At EU level, no definition of "travelling wiolent offender” currently exists. In past policy
documents and instruments, different references are made, including "troublemakers" as well
as 'risk supporters” and the related terrm "non-risk supporters”. The concept of “risk
supporters” and “non-risk supporters'24 was included in the 2010 Council Resolution

2 4 "Risk Supporter” is defined as"a person, known or not, who can be regarded as posing a possible risk to
public order or anti-=social behaviour, whether planned or sportaneous, & orin connection with a football event”
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“concerning an updated handbook with recommendation s for international police cooperation
and measures to prevent and contral violence and disturbances in connection with football
rmatches with an international dimension, inwhich at least one Member State is involed"

The 2010 Resolution also makes reference to “troublemakers”, though no definition is
provided for this group of individuals.

In addition to the concept of "risk supporters”, Commission Regulation 8202008 "laying
down measures for the implementation of the common basic standards on aviation security”
makes reference to the concept of "potentially disruptive passengers."23

Finally, the Prim Decision (Council Decision 2008/815/HA) an the stepping up of cross-
border cooperation, particularly in combating terrorism and cross-border crime?’ includes a
very broad definition as it provides for the exchange of personal data on "final convictions ar
other circumstances give reason to believe that the data subjects will commit criminal
offences at the events or pose a threat to public order and security”. Council Decision
2008/616/HA lays down the "necessary administrative and technical provisions for the
impleme ntation'® of Council Dedision 20081 5/HA,

The definitions existing in the Member States in relation to TVO vary significantly. While no
legal definition of TWO exists in the Member States, most countries have a functional

definition in place. But these differ greatly between Member States.

Within these definitions, TVO seernto fall under the following different concepts:

Hooligan;,
Risk supparter,
Yiolent Troublemaker; and

Yinlent Fan.

Despite the different understanding/definitions, there are some common  elements
(depending on the Member State) such as:

Reference to violence (seven Member States),;

Reference to the disturbance of public order(three Member States);
Reference to sports events and football events(seven Member States),
Reference to mass gathering or major event{two Member States);
Reference to travelling (four Member States); and

Reference to the existence of a reasanable suspicion ar past conviction for vialent acts
during an event {three Member States).

A "Non-Risk Supporter” is defined as"a person, known or not, who can be regarded as posing no risk to the
cause of or contribution to vidlence or disarder, whether planned aor spontaneous, at arin connection with a

foothall event”.

= mvailable at htefeorlex eurona ewlextriSenl exUrSeny dofurE0.l C 201 0 B5: 0000 0021 EMNPDE
% peportees - personswho had legally been admitted to 2 Mermber State by s authorities or who had entered &
M ember State illenally, and who at sorme later time are farmally ordered by the Authorities to leave that Member

State;

Inadmissihle persons - persons whose entry 1o a M ember State is refused by the competent authorities and who
are hieing transported back to their country of departure, or to amy other country where the persons are
adrmissible; and

Persons in lawful custody - persons either under arrest or convicted by & court of lawwho have to be

transported.

T myvailable o hitp:fiec europg.ewanti fraudidocumentsrdata-pratectionfcouncil decision 2008 615 en.pdf
Z Article 1 of Council Decision 200861 6BAUHA of 23 June 2008 on the implementation of Decision 2008/615iJHA

on the stepping up of cross-border cooperation paricdlarly in combating terrorism and cross horder crime,
available at httpoledr-lex. europa. ew/lexUriSeny LexlriSer dofuri= 0l L 20081 0001 2007 L EMN:PDF
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The analysis for this Study shows that most Member States have codified their
corresponding concepts to T%0O in national legislation. Great differences exist between
Member States with regard to the nature of codification, with Member States including their
functional definition of T%O under criminal definitions under penal law, andfor specific sports
law or solely under "soft law" such as handbooks and guidelines.

The nature of the codification in the Member States affects the type of penalty imposed on
TW0O since some Member States will impose a criminal sanction or penalty, while other
Member States would impose a civil or administrative sanction.

Most of the Member States consulted pointed out that the lack of common definition leads to
problems in exchanging information on TVO because the different definitions limit the type of
information which can be exchanged and the thresholds for exchanging certain details.
However, the majority of stakeholders, classified this prabler only as small or medium. In
one Member State, the lack of definition of TVO is considered to be a problem only outside
the sports arena as within football event planning and action the concept of "risk fan" is
currently working well.

Monetheless, Member States consulted stated that the introduction of a commaon definition of
TW0O would greatly facilitate the exchange of information between Member States
Establishing a common definition would also clarify the use of exchange systems. For
example, a focus on the severity of the TWO related offences would justify the use of EU
systems, such as Europol'stools and the SIS, which focus on the exchange of information in
relation to serious cross-barder crime.

There are different measures for dealiing with TVO across the EU

A number of measures are undertaken by Member States to dealwith TO once information
on offenders has been exchanged. The measures are oriented towards prevention, aimed at
decreasing the level of risk posed by the presence of TWO. These preventive measures are
used during the three main phases of travel pre-departure, entry and post-arrival. These
measures mainly include the following:

m Imposition of a banning order to restrict travel;
n  Detention for a limited period; and
n  Strengthening of barder checks.

Concerning the first point, under the Danish Presidency a consultation was undertaken in the
Member States on the existence of banning measures to prevent risky fans from attending
football matches. The replies indicated that the majority of the Member States (15 and
Croatia) have banning measures in place in arder to restrict attendance of dangerous
individuals to sports events.

Such banning orders, however, are provided under different laws, i.e. administrative | criminal
or civil law. Five Member States indicated that the banning measures are set out under their
administrative law, whereas three Member States set out the measures under both
administrative and criminal law. Measures set out strictly under criminal law were identified in
four Member States and Croatia. Two Member States have set out the banning measures
hath under crirninal and civil law, whereas in two other Member States, the measures are
only identified under civil law. Finally, in one Member State, banning measures are provided
under administrative, civil and criminal law. The differences in law applied for the banning
order can create difficulties when attempting to impose such a ban in other Member States
due to themn not being able to mutually recognise the bans.

In some Member States, in addition to banning orders set out in national legislation, Football
Clubs and their Associations also have their own banning systems. That isthe case of seven
Member States. Forexample, in one Member State private legal action can be taken by the
Foothall Association or the Football League. In another Member State, the banning
measures are not set within the national law but anly by the Football Authorities.

Though most Member States have banning orders in place, the extent to which these extend
to exit bans differs greatly. In less than half of EU Member States, the measures which are
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imposed on individuals can be extended in order to prevent them fram travelling to attend an
event in another territary. For example, in one Member State legislation includes provisions
which allow the prohibition of exit from the territory, based on individually specific factual
circumstances, for citizens, persons entitled to free movement and third-country nationals. In
two other Member States, the individual who is subject to a ban which is applied to football
matches extends to those occurring outside the territory. The bans also cover international
matches, with the person subject to a banning order required to report regularly to a police
station wehile the team they support plays abroad. This is therefore considered to be an
indirect exit ban. In another Member State, the misdemeanour court may oblige the
individual to not anly report to the police station but to also hand over a passport seven days
prior to the event,

The authorities responsible for the issuing and implementation of the banning orders as well
asthe coverage of the bans also vary between the countries.

Box 2.3 presents case studies carried out for this Study. They show that national authorities
put in place a variety of preventive measures prior to and during events (including legislative
and soft measures). The interviews also identified some shortcomings in the measures
applied. Box 2.3 below presents this information for some Member States.

Box 2.3 — preventive measures undertaken in Member States prior to the organisation of events

Member State A — international summit
The foiiowing preventiie measures ware Whdertabien pricr fo the summit
n Law enfarcement exchange visits;

n  Creation of an international policing unit with palice representatives fram other courtries imvohied
in the meeting;

® Analysis of the threat and categorization of TV O and their modus operandi into "hlocs",
» Body searches;

n  Establishment of a list of dangerous individuals to be refused ertry at the borders with
infarmation receled from fareion autharities; and

m  Reinforcement of border checks re-establishment
Duing the evant

n  Detention of foreign nationals.

Proffems wih the measures

Some of the preventive measures traditionally underaken towards suspected offenders could naot he
applied to TVO, for example wiretapping, body searches, preventive custody, house searches, etc.
Also, in an ahsence of a comprehensive information exchange with foreign awthorities, the
effectiveness of preventive measures decreases. For example, national attharities were nat ahle to
ectablish a comprehensiie list of dangerous TV O,

Nenthar State B — intanational foothall event
The foilowing preventive measiires were undertaien prior to the event:
5 Signature of a ‘Memorandurm of Understanding on Ensuring Safety' with foreign police forces,

5 Banning orders were imposed, in accordance wwith the law, which provided for a stadiom ban as
wgll as the collection of infarmation from foreign institutions about their nationals with bans
impased on them;

n Infarmation was collected and processed in accardance with the provisions of the Member
State's ‘Act to deal with security at large events' which outlines the scope of the information
collected at events, including foothall matches. This information includes data on persons
against whom criminal proceedings or against requested that the punishment for an act
committed in connection with massike sporing event and personswho received a final judgment
and penalty for a crime or offence committed in connection with mass sporting events.

®  Creation of 3 'Police Command Centre' coordinating activities undertaken by the Folice in the
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country;
® Creation of an Information Exchange Centre' including foreign police officers and  other

representatives of security forces;

Intraduction of termparary barder contrals at the internal borders of the Schenden area bhetween
the dates of the event, as well as on selected flights and {rmaring) farries;

Creation of additional horder control posts; and,

Refusal of entry atthe borders for individual listed as heing a threat to pablic security;

Dueing the event:

Border Guard officers jointly operated, processing travellers at four rmain border crossings,
ensuring a smooth flow of traffic through the sorcalled "Green ELIRD corridors” prepared for
football fans and guests attending the Championship; and

Creation of records for people sanctioned abroad with a ban from major events, detention of
fareign nationals.

Member State C — international football event

The foiiowing preventiie measres were Whdertalien pricr fo the sporting evert

T ware defined as "Risk Fans" bazed on the definition in Annex 4 of the 'European handbook
recommendations for international police cooperation and measures to prevent and control
violence and disturbances in connection with foothall matches with an international dimensian’,
In addition, risk fans were further defined accordingly three categories: category A dhe peaceful
fam, category B (the violent prone fam), and category © (violent seeking fans),

Establistiment of national and international reporting procedures;
Identity checks;
Imposition of reporting requiremernts;

Introduction of stadium bans to individuals who were violent at the past at football events and are
therefare prevented fram attending faothall events nationwide;

Impoasition of travel restriction and custody through area bans imposed by police forces,
Strengthening of police forces deployed in stratedic locations;

Support by fareign trained scene-spotters present at the football events in order to idertify
troublemakers;

Targeted controls at the borders; and

Temparary and ad hoe measures at the Schengen horders.

Frofdams wih the meagsuros

Mational authorities were overall satisfied with the measures adopted, especially in relation to the
categorisation of risk fans. However, they painted out that the insufficient lewel of information
exchange an foreign fans, with cther countries, created problems in the activation of some of the
measures listed abave.

Member State C- Internationa political event

The foilowing preventive measiires wete undertaien prior fo the event:

Creation of an event specific unit t0 establish the security strategy for the summit and implement
it;
Ertry restrictions;

M onitaring on trains.

Frofdams wih the meagsuros

The infarmation received by ather national autharities on potentially dangerous individuals was
insufficientfinadequate to enable the activation of measures such as custody of foreign nationals.
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